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Key findings

This report presents the findings from a survey of
children aged 9i 16 from 19 European countries. The
data were collected between autumn 2017 and
summer 2019 from 25,101 children by national teams
from the EU Kids Online network.

A theoretical model and a common methodology to
guide this work was developed during four phases of
the networkos wor k, and
this report. The main findings from the key topic
areas are summarised, which correspond to the
factors identified in the theor etical model: Access,
Practices and skills, Risks and opportunities, and
Social context.

Throughout the report, findings are presented
according to the countries surveyed, and the gender
and age of the children. The survey findings are
comparable across @untries, and the methodology
section presents the common methods followed. We
also note where the methodology varied across
countries: throughout the report, the differences
among countries should be interpreted with caution.

These new findings raise many points to think about.
The last section includes findings from national data
by country, to provide some national
contextualisation, and also to report on findings from
country-specific questions. We conclude by drawing
together the findings from within ¢ ountries and
across countries, relating these to the theoretical
model. Important research gaps and policy
i mplications for chil
risks in Europe are also discussed.

Access

The nature and
access and use shapes their outcomes in a digital
world. For most children across Europe, smartphones
are now the preferred means of going online. This
often means that they

connectivity, with the majority of children reporting
using their smartphones daily or almost all the time.

1 The findings reveal a substantial increase in both
the proportion of smartphone -using children and
the amount of internet use compared with the EU
Kids Online survey in 2010. The time that children
spend online each day has almost doubled in
many countries i for example, from about one to
three hours per day in Spain, and from about two
to three-and-a-half hours in Norway.

I Children aged 15i16 are more likely to use
smartphones daily compared with younger
children, and spend about twice as much time
online than 9- to 11-year-olds.

drenosf

frequency

have
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1 In some countries, girls are slightly more likely
than boys to access the internet from their
smartphones daily. On most measures of access,
there are few gender differences, except that
overall, boys spend a little longer online than
girls.

1 As the devices for internet access continue to

i changes in makt cauntries less tharuhals of the
children aged 97 16 access the internet through a
desktop computer or notebook. On the other
hand, between 3% and 15% of the children
connect though wearable device and 1% to 18%
via a connected toy.

Practices and skills

T Childrenots online exp
considerably over the past decade, with YouTube
becoming increasingly popular, and with national
social networking sites giving way to Instagram
and other prominent apps.

1 Watching videos, listening to music,
communicating with friends and family, visiting a
social networking site and playing online games
top the list of activities that children do o n a daily
basis. Country differences are considerable,
however. For instance, watching videos daily
ranges between 43% of 9- to 16-year-olds in
Slovakia and 82% in Lithuania.

of the children use social networking sites at least
weekly, it is perhaps more noteworthy that not all
of the children do so: half of Spanish children and
slightly over 40% of those in France, Germany
and Malth deves orohardlyi emet weisit raesbcial
networking site.

1 Although it is commonly thought that girls
especilly; fagopr esocialiging yoplinemtes survey
showed that there are only small or no gender
differences in visiting social networking sites in
most countries (as was also the case for the EU
Kids Online survey in 2010). On the other hand,
playing games is still gendered i in most
countries, around twice as many boys as girls play
games online daily.

1 Age differences are much greater, in part
reflecting the age limits set by most platforms as
well as the greater interest in online socialising of
older than younger children. Despite these limits,
however, we found that a considerable number
of 9- to 11-year-olds report visiting a social
networking site every day, ranging from 11% in
Germany to 45% in Serbia.

of
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Older children were asked to report on their
competences regarding several types of digital
skill in the survey. Across the countries, most
children aged 12i 16 scored highly on operational
and social skills. Information navigation skills
were found to be uneven across countries, and
particularly low in Switzerland, Germany, Spain,
France and Italy. Countries were also uneven for
creative skills, though in most of them, fewer
than half of the children said they could edit or
make basic changes to online content, for
instance.

Risks and opportunities

The EU Kids Online survey asks children about harm
in general, as they see it, before specific questions
about risky activities are presented to them.

1

The question asked of 9- to 16-year-olds was. /n
the PAST YEAR, has anything EVER hammed
online that bothered or upset you in some way
(e.g., made you feel upset, uncomfortable,
scared or that you
proportion of children
among countries, ranging from 7% (Slovakia) to
45% (Malta).

In most of the countries, the proportion of
chil dren who said Oyes
bothered or upset them, is smaller than the
proportion in each country who reported the
more common risks, such as sexting or meeting
new people on the internet. This suggests that
not all risk results in self-reported harm to a child.

The proportion of children reporting such a
negative online experience rises with age,
although there are few or no gender differences
in most countries.

Among those children who said they had had a
negative experience online, most said it had
happened a few times, but not frequently.

Number of children who reported that they told

no one about their negative experiences ranges
between 4% (France) and 30% (Estonia). Most
often, children told about the negative experience
a parent or friend or both (rarely did they tell a

teacher or professional whose job it is to help
children).

In addition to telling someone, the children tried
arange of strategies i closing the window or app,
blocking a troublesome person and, for some,
ignoring the problem or even feeling guilty about
what had happened. Between 3% (ltaly) and
35% (Poland) of children reported the problem
online.

However, most children said that they usually
knew how to react to the online beh aviours of
others they did not like.

The survey asked the children about several kinds of
online activities and experiences that can result in
harm for some children. Some of these activities or
experiences have a greater potential for harm,
whereas some have greater potential for benefit.

1

In most of the countries, less than 10% of the
children reported being a victim of online bullying
which happened on a monthly basis, while less
than 5% reported bullying others monthly online.
There were no substantial gender differences. Of
those who had been the victim of such behaviour
online, a fifth reported no harm and another fifth
reported intense harm.

The survey asked only older children (12- to 16-
year-olds) about exposure to a range of
potentially harmful content. The majority of
children aged 12i 16 in most of the countries have
not seen ways of physically harming or hurting
themselves in the past year online on a monthly
basis. Most, too, have not seen ways to be very
thin on the internet in the past year, although in

sTheo u / d n 60mencuntees, sskgbtly mere girls than boys

w h o repertaseaing sughecentent. vHgwevees dn the

0,
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S diffeseticlsi n g

majority of the countries, the most common of
the potentially harmful content we asked about
was exposure to hate messages i from 4%
(Germany) to 48% (Poland) i with no gender
online had

The most common experience related to data
misuse is getting a virus or spyware. Also, more
boys than girls reported that they spend too much
money on apps or games; overall, personal data
misuse increases with age.

The survey also asked about excessive internet
use and measured five criteria or this problem.
Few children reported that they have gone
without eating and sleeping because of the
internet daily or weekly, and more children i from
4% (Slovakia) to 21% ( Flanders) i have daily or
weekly spent less time with family, friends or
doing schoolwork because of time spent online.
However, the majority of the children in all of the
countries do not experience any of the criteria of
excessive internet use. All five of the criteria of
excessive internet use are experienced by 0% to
2.1% of children.

Exchanging sexual
an opportunity or a risk. Among 12 - to 16-year-

olds, the percentage who received a sexual
message in the past year ranged between 8%

(Italy) and 39% (Flanders) i more were older
than younger, but gender differences were minor.

Sending sexual messages is less prevalent than
receiving such messages, ranging between 1%
(France) and 18% (Germany). Such messages
may be wanted or unwanted: when asked about

receiving unwanted sexual requests online, the
findings showed that more girls and older children

experienced such unwanted requests.

messages

(6:



1 The percentage of 9- to 16-year-olds who

reported seeing some kind of sexual image in the
past year ranged from 21% (France) to 50%
(Serbia). Again, more boys and older children saw
these images. The internet was a more common
means of such exposure than traditional media
(television, films, magazines). The largest
proportion of children said seeing such images did
not affect them negatively or positively. In most
countries, the proportion of children who were
happy or fairly or very upset is similar, stressing
the notion that seeing sexual images could be
both a risk and an opportunity. However, more
girls felt upset after this experience.

Between one in four and one in two children have
communicated online with someone they not met
face-to-face before, but fewer i generally around
one in six T have met such a person offline. More
older children and boys interact with unknown
people than younger children or girls, although
few gender differences were found for face -to-
face meetings. Most children reported being
happy after a face-to-face meeting with their
online contacts, again suggesting that this activity
can be an opportunity rather than just a risk.

The majority of the children say they find it easier
to be themselves online at least sometimes. In
some of the countries, boys more often than girls
say this. In about half of the countries, a majority
of children also said they talk about different
things online than offline at least sometimes.
However, the majority of the children in all of the

countries said they never talk about personal
things online that the y do not talk about face -to-
face.

Social context

1 Who supports children as they go online? In most

of the countries, most of the children say that

their parents engage in active mediation at least
sometimes (talk to them, encourage them, help

them and suggest ways to use internet safely). In

previous research such actions have been
associated with higher levels of digital skills and
more online opportunities. However, parents
focus more on encouraging safe use of the
internet than on encouraging children to explore
the opportunities that the internet offers.

Parents are the main source of help when
something bothering or upsetting happens online
to the children. In all of the countries, more than
half of the children say their parents help them at
least sometimes. Friends are reported as sources
of help by a lower number of children. In most of
the countries, teachers are the least commonly
used source of help.

The findings show that in most of the countries,
over four in five children receive advice on safe
internet use from parents, friends or teachers. On
the other hand, in most countries, between one

| 8|

in ten and one in four young internet users say
that they have never or hardly ever received any
safety advice from parents, teachers or friends.

In most of the countries girls and younger
children more than boys and older children talk to
their parents about their online activities.

Parents are generally preferred as a source of
support, although the children consider that
teachers encourage them to explore and learn
new things online as well as ways to use the
internet safety.

The survey asked about three technological
options parents can use: whether parents use
parental control software that would block or
filter the content on the internet, whether parents

keep track of applications or online activities the
child engages in, and whether parents use any
technology to track the location of the child such
as GPS. In most countries, a minority of children
reported that their parents use any of these
technological controls.

The results show that

restrictive mediation i only a few children are not
allowed to use webcams, download content or go
on social networking sites. In most of the
countries there are no gender differences in
restrictions on use of social networking sites.
However, younger children more often than older
children are not allowed to use social networking
sites.

Parents are not always a source of support. In
most of the countries, up to a third of the children
said their parents had published something online
about them without asking them. B etween 3%
(Lithuania) and 29% (Romania) have asked their
parents to remove things they have published
from the internet.

In all countries, about one in ten children never
feel safe online. More negatively, between 3%
(Norway) and 44% (Spain) of the childre n never
find other people are kind and helpful on the
internet.

Regarding o6reverse med
that a sizeable minority of children, and in some
countries a majority of children, help often or very
often their parent(s) when they find some thing
difficult on the internet (ranging between 12% in
Germany and 69% in Serbia). This may indicate
a continuing generation gap, where parents lag
behind their children in digital skills. More
positively, it may suggest that parents are not
afraid to let their children help them, and that
families are sharing the challenge of learning to
manage the digital environment together.

parents

ati
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Introduction

About this report

During the past three decades, use of the internet
and digital technologies has become an inextricable
part of the daily lives of European citizens.
Responding to the needs for mapping and
understanding the risks and benefits experienced by
children, the EU Kids Online project conducts robust
international research
internet and digital tec
projectd).

In this report, we follow up work from the EU Kids
Online 2010, in which the network published an
international report based on a survey taken among
children and parents in 25 European countries.®
Following its huge impact on policy and prevention
and intervention efforts at both national and
international levels, our aim is to again provide
crucial information highlighting the p atterns of
current technology use and the related positive and
negative experiences of children aged 9 16. To fill
this goal, between autumn 2017 and summer 2019,
with the joint cooperation of teams from the EU Kids
Online network, a survey was carried out among
children in 19 European countries (see Figure 1). It
should be noted that this initiative was solely based
on funding sourced or ensured by each national
team, and we thank all involved members and
contributing parties for their contributions (see
60Acknowl edgement sd) .

The new survey partially followed earlier research
from EU Kids Online 2010. However, in the current
survey and also in this report, we recognised
significant changes that have happened in the past
decade with regard to the digital environment. These
include the rapid proliferation of smartphones and
fast mobile internet resulting in increased access to
internet by mobile phones or tablets.? New services
and digital worlds for children have also been
developed, such as Instagram and TikTok.
Consequently, and in line with the development of

1Livingstone, S., Haddon, L., Gorzig, A., & Olafsson, K.
(2011).Risk and safety on the internet: The perspective

of European children. Full findings from the EU Kids

Online survey of-26 year olds and their parentsU Kids

Online, LSE. http://eprints.Ise.ac.uk/33731/

2 Mascheroni, G. & Olafsson, K. (201dét Childen Go
Mobile: Risks and opportuniti¢second edition).
Educatt. http://netchildrengomobile.eu/reports/
3Marsh, J., Plowman, L., Yam&Rlize, D., Bishop, J.,
Lahmar, J., & Scott, F. (2018). Play and creativity in
@ 2dzy 3 OKAf RNBrifih doundtdfS 2 T
Educational Technology, @), 87@82.
https://doi.org/10.1111/bjet.12622

touch-screen devices, children are also using the
internet at earlier ages.® On the other hand, policy
and legal actions such as the GDPR (General Data
Protection Regulation) have also responded to these
changes, resulting in the restriction of certain
services. In response to all these changes, this report
provides findings based on wide and robust cross-
culture research. The main goal of this report is to

on neap ithe @nline raecess, wa ecticas,f skilly ane

h n o lcwrgnt risks and eppostunigies of interneiuse On |
among European children.

>
D

This reportis centred on several areas of interest that
correspond to the theoretical model presented next
in the section Theoretical background of the project.
Multiple chapters with findings cover the topics also
presented in EU Kids Online 2010 In this report, we
specifically describe four main areas: (1) access
(how children access the internet and how much time
they spend there); (2) practices and skills  (what
children do online and how skilled they are when
using the internet); (3) risks and opportunities

(the specific activities or experiences that can lead to
harm or to a positive outcome, including overall

negative experiences, online aggression and
cyberbullying, encountering potentially harmful
content, experiencing data misuse, excessive

internet use, sexting, seeing sexual images, meeting
new people online and preference for online
communication); and (4) social context (other
actors who affect children6s engagement
internet with specific focus on mediation, sharenting
and childrends perceptions
environment). The last part of the report comprises

country profiles of the 19 countries that
participated in the survey. These highlight the most
interesting findings from the national surveys,

including questions that are not addressed in this

report and more profound analyses of data. The

results in the country profiles may differ slightly from

results in other sections, due to different age groups,

variations in analytic approach, etc.

wi t h

4Livingstone, S., Haddon, L., Gérzig, A., & Olafsson, K.
(2011).Risk and safety on the internet: The perspective
of European children. Full findings from the EU Kids
Onlinesurvey of 916 year olds and their parentSU Kids
Online, LSE. http://eprints.Ise.ac.uk/33731/

I LILJa @
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All findings are based on the questionnaire developed
by members of the EU Kids Online network in
cooperation with members of the Global Kids
Online network (see www.globalkidsonline.net). As
noted above, although the questionnaire was
adapted from the 2010 version, changes were made
to reflect changes in the digital environment, which
limits direct comparison between the two projects
(seebelowé How t o read the fi
we focus only on the basic descriptive results of the
core questions of this survey, i.e., questions that
were intended to be used in each and every country
and cover areas that are of the greatest interest for
all parties. However, interested readers are invited to
read the upcoming short reports that will go into
more depth in selected areas and also cover several
topics that have not been included in this report
(such as the cyberhate phenomenon). These reports
will be available on the EU Kids Online website
(www.eukidsonline.net). Readers of this report may
also be interested to read the Global Kids Online
report,> which maps internet use by children in 11
countries worldwide.

ndi

Figure 1. Countries that

survey (in red)

participated in the

Thus, the findings provided in this report cover the
main topics that are of academic, policy and public
debate in relation to chi
These are presented within each country
participating in the survey. It should be noted that
because of the absence of a central funding body,
the methodology used varied between countries.
Readers are strongly urged
findingsd to gain the

5Livingstone, S., Kardefelt Winther, D., Hussein, M., &
UNICEF Office of Researdhnocenti (2019)Global Kids
Online: Comparative RepodNICEF Office of Research
Innocenti. www.unicefrc.org/publications/1059lobat
kids-online-comparativereport.html
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to interpret correctly the presented findings. For
parsimony, this report also focuses predominantly
only on age and gender differences, with
examination of other links pursued in the short
reports.

This report is intended to be of access and use for a

broad audience. This includes academics, who can
ﬁJ?gr@ yeport topun defstang the glopal pigture of
different opportunities and risks in various countries

and in further research. Stakeholders and policy-
makers could use the report to plan future steps. The

report may also help organisations that are carrying

out preventive and intervention programmes for
children, such as the Safer Internet network (see
www.betterinternetforkids.eu). Last, but not least,

the report may also be interesting to parents striving

to gain a better insight i
technology use and to get a broader picture about

the issues being debated, such as those concerning

online risks. To summarise, we believe that this

report will be interesting and beneficial for anyone

who would Iike to know more
and opportunities in internet use.

EU Kids Online project

EU Kids Online is a multinational research network. It
seeks to enhance the knowledge of European
childrends online
uses multiple methods to
experiences of the internet, in dialogue with national
and European policy stakeholders. Founded in 2006
by Sonia Livingstone and Leslie Haddon (London
School of Economics and Political Science, hereafter
LSE), EU Kids Online is established as the primary
source  of  high-quality, independent and
comprehensive evidence underpinning a better and
safer internet for children in Europe. Now working in
more than 30 countries, the network integrates
research expertise across multiple disciplines and
methods. It has built constru ctive relationships with
governments, media, industry, policy-makers,
educators and practitioners at national, European
and international levels. Its findings and reports are
widely referred to in policy statements, having guided
numerous initiatives to impr ove chi |
experiences.

ma p
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The net wor kés organi sational

close cooperation and
utbial tfist of HiISnBmb& Thé c%tfntilf])ié% ﬂnI/oIQ/egj Y-
include all EU member states as well as Iceland,
Israel, Norway, Russia, Serbia, Switzerland and
Turkey. There is one national coordinator for each
country who cooydinates the respective national
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Lampert (Germany), elgeira) n
Sonia Livingstone (UK), Giovanna Mascheroni (ltaly),
Kjartan ¢l afsson
Cristina Ponte (Portugal), David Smahel (Czech
Republic) and Elisabeth Staksrud (Norway).

From 2006 until 2014, the network was funded by

the European Commi ssionés
programme. After that, given the accumulated

expertise of the network and its eminent role as an

actor providing solid empirical evidence for
multistakeholder processes on the European as well
as on the national level, the network members

decided to continue their collaboration and to

develop new cooperative projects. Among others, the
network members were involved in the establishment
of Global Kids Online (see globalkidsonline.net), in an
effort to map the implementation of Better Internet

for Kids policies in Europe. In 2019 the network

successfully proposed a
Research and Evidenced
2020 framework. In the years 20201 22 this project
will conceptualise, implement and disseminate a
comprehensive knowledge base on the impact of
technological transformations on children and young
people.

From 2017 to 2019, the network designed a second
representative survey of children and online risks and
opportunities. Based on the enthusiasm and
engagement of the national teams and the generous
support of different sources of national funding (see
0Acknowl edgement sd) ,
conducting surveys in 19 European countries. This
report presents the findings of th is new survey (see
6About this reportdo).

Theoretical background of the
project

The approach of the EU Kids Online network to the
research field is holistic, and we draw from the
competences and expertise of researchers from
many academic disciplines, including, but not limited
to, media and communication, psychology, sociology,
education, history and political science. While we
differ in and employ a wide range of theoretical
concepts and research methods, we are united in our
focus on conceptual clarification, mapping and
collecting new evidence and debunking myths. In this
we emphasise the value of systematic research
based documentation and mapping the role the
internet, mobile phones and computer games play in
childrends |ives.
research community, but also the public and policy-
makers, enabling informed debates and decisions
about wha't the risk and

6 Livingstone, S., Mascheroni, G., & Staksrud, E. (2018).
2y OKAf R NXerdopmehtyEspdrivdérisiby dimigh and naturda Sa a A y 3
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https://doi.org/10.1177/1461444816685930
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d 6ddlme engagementg, Bnd how this influences their

rights and well-being.

Brian OO0Neil |l (l'reland
In this report we wor k with a theoretical -analytical

model that considers individual, social level and
national factors.® The model serves as a basic
roadmap showing the various factors influencing
therditenésnen! if oe e pdesr i
experiencesswelhrbeighi | dr end

The model (see Figure 2), inspired by
Bronfenbrenner és Eco,l wilglsd
on the existing evidence about children and online
media. When designing our questionnaire for the this
survey, our aim was to include questions that wo uld
enable us to seek a deeper understanding of how
childrends engagement wi
on individual factors, including age and gender, their
socioeconomic and cultural background, personality

p r §gite cdisabilges,h pppagtyniges too aceess, he
( C OR Enferne; leyelpfdifferentiiyges of giltsjand bow they

use the internet. This includes how general
psychological wellbeing, such as feelings of safety
and belonging, is linked to (digital) well -being. On a
social level we see that not only parents but also
extended family with siblings and grandparents can
play a role in the likelihood of an online experience
being something leading to harm or something that
the child has the skills to cope with and move on
from. We also seek to understand the role and
influence of peers, educators (such as, but not
limited to teachers), and the larger community to

n evhiok childken belong. Ardeantpertdntly,iwe include

the concept of 6digital

may come for the technologically mediated
communication children experience online, such as
visiting online communities, multiplayer online games
or other virtual environments. The perception of

these online environments is crucial because it
shapes childrenés online

It should be noted that b ecause of the complexity of
the model, it is not possible to encompass findings
related to all the mentioned areas in one report.
Therefore, in this report, we present only selected
findings related to access, practices and skills,
opportunities and risks and social context, and
consider the effects of

this reporto). Further
upcoming short reports.
Finally, we include

medi ators/ moder ator so,

stratification, regulation, infrastructure, education
Shd Vallles f & BunfhyOchn piGyalrofe in mediating
the outcomes of well-being. Recognising how the
internet is now something that is integrated into most _
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Harvard University Press.

)

ences, @

cal Sys

th the i

ecol og)

behavi

gender

topi cs

-leval a t we C
recogni s

S for i



communication, learning and socialising, our model lives holistically and at eschewing moral panics in
seeks to shift the agenda from how children engage favour of the contribution of rigorous theory and
with the internet as a medium to how they engage evidence.

with the world mediated by the internet. This shift is

what enables us to foregr ounf@r amore dgtilednegpianagoy ofnouryanalygcal g

to adopt a child-centred approach that framework and how European research in the area
simultaneously contextual i s &chideniandde ivtarpeshas dgveleppdioref they s e
in particular countries or contexts of childhood, past two decades, please read the relevant article by
assumes the interconnections between risks and Livingstone et al.®

opportunities as a starting point, and is aimed at

designingresearchand policy that respects chil drends

Figure 2: The EU Kids Online theoretical model

Child identity »
and resources

INDIVIDUAL LEVEL I

Digital ecology
SOCIAL LEVEL

Societal inclusion Technology provision Education and Culture, media
(inequality, welfare) and regulation knowledge and values

COUNTRY LEVEL

8 Livingstone, S., Mascheroni, &.Staksrud, E. (2018).
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the past and anticipating the futur&lew Media &
Society, 2(B), 110822.
https://doi.org/10.1177/1461444816685930
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Methodology

This report is based on findings from surveys
conducted in 19 European countries focused on
internet users aged 91 17 (see Table 1), with a total
of 25,101 participants. The data were collected
between autumn 2017 and summer 2019. In this
report, we present findings from a subsample of
21,964 children aged 9i 16.

In this section, we summarise the most important
aspects of the methods used in the survey
preparation and data collection. Full details of the
project methodology, materials, fieldwork, data
management and research ethics are available in the
Technical report of the EU Kids Online IV project at
www.eukidsonline.net.

The questionnaire

The full master questionnaire in English and also its
national translations are available at
www.eukidsonline.net. The questionnaire is based on
the tool used in the EU Kids Online survey in 2010
and the Global Kids Online survey!® that were
thoroughly adjusted to correspond to the current

state of technology and patterns of internet use. The
development of the new questionnaire was based on
the co-operation and expertise of members of the EU
Kids Online network, led by Professor Elsabeth
Staksrud (University of Oslo, Norway) and researcher
Kjartan Olafsson (University of Akureyri, Iceland).

Researchers as well as stakeholders were invited to
participate in the process.

The questionnaire includes two types of questions 1
core questions, which represent the main focus of
this survey, and optional questions that inquired into
selected topics in more depth or asked about
additional issues. The countries were instructed to
use all the core questions and to choose from the
optional questions in line with their preferences. The
findings presented in this report are from the core
guestions only.

Considering the length of the questionnaire, and the
complex and sensitive nature of some items, in most
countries (except Spain, Finland, Croatig France,and
Flanders) the questionnaire was distributed in two
forms: a full version for older children and a shorter
version for younger children (97 10). In the master
questionnaire, it was proposed that a block of
guestions be excluded from the version for younger
children; however, each country had the option to
decide itself which questions should not be asked of
younger children.

9 See www.Ise.ac.uk/mediand
communications/research&searchprojects/eukids
online/toolkit/survey-questionnaires

10 See www.globalkidsonline.net/tools/survey/
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The translation of the questionnaire was coordinated
and supervised by expert members of the EU Kids
Online within each country. In several countries
(Czech Republic, Estonia, Italy, Lithuania and
Switzerland), cognitive testing was conducted to
assure the comprehensibility of the questionnaire
and its national translation.

Sampling and population

The target survey population were children aged 97

17 who use the internet. However, several countries
did not collect data from 17 -year-olds. To maximise
the number of countries and the comparability of the

overall findings, we thus only analyse data from
children aged 9i 16 in this report.

Two sampling methods were recommended:
sampling via households and via schools. Each
participating country selected the method depending
on available resources and country and cultural
context. The following criteria were proposed to
provide the best combination of representativeness
and viability: the age of the child, the gender of the
child, region (usually NUTS2) and urban/rural areas.
The application of these criteria was tailored to the
national context to provide data that would be
representative of the targeted population.

Variants of household sampling include random walk,
quota sampling and random recruitment/selection of
households from a specific register. Countries that
used household sampling were Croatia, Estonia,
France, Germany, lItaly, Lithuania, Norway, Russia
and Slovakia (9 countries). The sampling and data
collection in France was carried by using the online
panel of the agency OpinionWay.

For sampling via schools, the guidelines defined for
ESPAD 2015 (i.e., the European School Swey

Project on Alcohol and other Drugs) were

recommended. The general target population was

defined as students aged 9 to 17 who were present

in the classroom on the day of the survey. Students

enrolled in regular, vocational, general and academic
studies were included. Those who were enrolled in

either special schools or special classes for students
with learning disorders or severe physical disabilities
were not included. Countries that used school

sampling were the Czech Republic, Finland, Flanders,
Malta, Poland, Portugal, Romania, Serbia, Spain and
Switzerland (10 countries).

Three countries, Belgium, Finland and Russia, used
specific sampling that also precluded the weighting
options. Data from Belgium were designed to reflect
only pupils from the Flanders region (thus the Belgian
contribution for this survey is referred to as Flanders)
while also excluding Brussels. Moreover, urban and
regional profiles of surveyed schools differ from the



distributions in population. In Finland, the final
sample deviaes from population distributions of both
the age and region. In Russia, the survey only took
place in larger cities, unrepresentative of the regional
distributions of the population. These countries also
excluded younger children from the survey (age 97
11). Consequently, the data from these countries are
not weighted and the comparability of the findings
must be interpreted with regard to this limitation.

Fieldwork

The data collection by trained administrators was
conducted by professional agencies affiliated
institute, or by national teams (Table 1). In all
countries, the administration of the questionnaire

Table 1: Overview of the fieldwork

strived to minimise bias due to interview conditions.

This included consideration of bias caused by the
feeling of non-anonymity of the participant, which

should be diminished by obligation to ensure the
participant6s anonymity

protection from the influence of outside sources (in

households these could generally mean the presence
and influence of parents/family, in schools, of
teachers or other students).

Most countries using the household sampling method
also used some form of incentives (except for
Germany, Lithuania and Russia). The individual
nature of the incentive ranged from a symbolic gift

serving as a thank you to monetary compensation for

time provided.

Country iriﬁf/?es\f Fieldwork ,mi:?\zgvsf Survey carried out by Iguzrsgj
CH  Switzerland School 10/2018 to 01/2019 PAPI GFS Zirich agency No
cz Rg;ﬁgﬂc School 10/2017 t0 02/2018  CASI/CAWI CZ EU Kids Online team Yes
DE Germany Household 06/2019 to 07/2019 CASI/CAWI Ipsos agency Yes
EE Estonia Household 05/2018 to 07/2018 CASI/CAWI Turu-uuringute AS agency Yes
ES Spain School 10/2018 to 12/2018 PAPI CPS Esot;?;‘i’gnd:gz'ﬁgadm”d Yes
Fl Finland School 01/2019 to 04/2019 CASI/CAWI FI EU Kids Online team Yes
FR France Online survey  05/2018 to 06/2018 CASI/CAWI OpinionWay agency Yes
HR Croatia Household 09/2017 to 10/2017 CAPI Ipsos Puls agency No
IT Italy Household 11/2017 to 12/2017 CAPI Ipsos agency Yes
LT Lithuania Household 01/2018 to 05/2018 CAPI Spinter research agency Yes
MT EU Kids Online teamand
MT Malta School 03/2018 to 05/2018 PAPI Personal, Social and Career No
Development (PSCD) educators
NO Norway Household 06/2018 to 10/2018 CASI/CAWI Ipsos agency Yes
PL Poland School 05/2018 to 06/2018 CASI/CAWI Edbad agency Yes
PT Portugal School 03/2018 to 07/2018 CASI/CAWI Intercampus SA agency Yes
RO  Romania School 04/2018 t0 04/2019  CASI/CAWI E\;Tjaﬁgr:n:%agtlrgggﬁ|ngrE5) Yes
RS Serbia School 11/2018 to 01/2019 PAPI RS EU Kids Online team No
RU Russia Household 09/2018 to 10/2018 CAPI RU EU Kids Online team No
SK Slovakia Household 04/2018 to 06/2018 CAPI Kantar Slovakia agency No
VL Flanders School 03/20181011/2018  CASlCAwi e Institute for Media Sudies at .y o

KU Leuven

* All regions in Belgium were included in the EU Kids Online 2010 survey.

The data were collected via three base methods:

1 CASI/CAWI (computer-assisted self
interviewing/computer -assisted web
interviewing), in which interviewed children filled
in the questionnaire on their own in the
tablets/notebooks/computers while instructed by
trained interviewers. The exception for this was
France, where the children filled in their
responses alone on their household computers.

| 14 |

1 CAPI (computer-assisted personal interviewing),
in which interviewers asked the children each
question and marked the answer using an
electronic tool. The children were handed the
data-collecting tool in cases where the national
research team deemed some questions to be too
sensitive.

1 PAPI (paperassisted personal interviewing), in
which the children were handed paper versions of
the questionnaire to fill in during interviews, in

as

mu c



the presence of trained administrators. This
method was used mostly in countries that used
school sampling for their survey.

See Table 1 for the overview of used methods.

Ethical aspects

In all countries, the administration of the
guestionnaire followed base ethical guidelines,
adhering to the national rules and conditions. Before
the questionnaire was introduced, informed consent
of the legal representatives and written or oral
consent from the child was obtained. Children were
guaranteed anonymity and were given the
opportunity to choose the opt i on | do
Prefer not to say for each of the questions, or they
were allowed to skip any of the questions. For this
reason, the number of participants providing answers
to individual questions varies. During the data
collection, special effort was made to provide
comfortable conditions for the participants. This
included maximising the anonymity of the
participants and limiting interference from other
parties.

Limitations

The findings presented in this report should be
interpreted with regard to several limitations that
relate to the nature of the data as well as their
depiction in the text, figures and tables.

1 Base limitation relates to the cross-sectional
nature of the study, which in most cases
precludes causal inferences.

1 Moreover, the data are self-reported, and
possible error and bias due to social desirability
or trouble with recall should be considered.

I The variations in methodology also pose a
limitation. As described above, the countries used
both school- and household-based sampling and
data collection. Comparisons of differently
sampled data should be done with caution.

1 In household data collection, the parent/carer
could be present during the interview. This might
have an influence on the answers the children
provided. In data collection in a classroom
context, the administration was conducted with
regard to whole group and not with individual
participants. Nevertheless, in each country,
precautions were taken to ensure the most
comfortable conditions for the children to be able
to provide honest answers.

| 15|

Data analysis

I The data used for analyses were weighted, with
the exception of data from Flanders, Finland and
Russia (see the description of sampling above).
The weights for each country were prepared
individually. They were created using the criteria
of gender, age and region (or other additional
criteria, such as schools type, if applicable).
Weighting is a statistician correction technique
that we used to improve the accuracy of the
survey estimates according to a representative
population of the relevant country.

1 The results in this report were computed from
K DafiddataPohly. However, the data also included
several types of missing data (including the
options Don6t know and
of which differed across countries and also across
different questions. All types of the missing data
were excluded from the analyses.

1 In some countries, the definition of younger
children differed from the recommended one
(i.e., 97 10). To account for country differences in
this regard, we define the youngest category as
consisting of children aged 9i 11, followed by
children aged 12i 14, and the oldest age category
comprising children aged 15i 16.

Prefer



How to read the
findings

This section helps readers to understand the findings,
their presentation, and their interpretation.

How to approach comparisons

In this report, the main focus is on the findings of
each individual country and less on comparison
between the countries.

T As described in
across countries, which contributes to variations
in the childrenobs answer s

Therefore, the differences between countries
must be interpreted with caution

If readers want to directly compare two or more
different countr ies, we recommend looking at the
methods and sampling used in the respective
countries (see Table 1).

T I'n i ne wi t h Cohenobs
interpretation of effect sizes,*! in this report we
considered the differences equal or below 5
percentage points as negligible, the differences
between 61 15 percentage points as small, 16i 25
as medium, and higher as large.

1 While the prevalences are described by
percentages (%), the differences between two
percentages are described by percentage points
(i.e., arithmetical difference between two
percentages).

1 The smaller the prevalence of a phenomenon, the
more caution we advise when evaluating the
country, gender and age differences. This applies
especially for phenomena with prevalences under
10% (such as online risks).

1 Inthe figures and tables in the report, we provide
an average that is computed from the displayed
percentages (Ave). This can be used to compare
results across gender and age, or to compare the

prevalence of different items. However, this
average is 6the mean of
average or the European average. We

recommend not comparing country results
against the average.

1 All of the data are weighted. The exceptions are
data from Flanders, Finland and Russia, which

11 Cohen, J. (1988%tatisticalpower analysis for the
behavioralscienceg2nd ed.). Routledge.

12 |ivingstone, S., Haddon, L., Gérzig, A., & Olafsson, K.
(2011).Risk and safety on the internet: The perspective
of European children. Full findings from the EU Kids
Online survey of-26 year olds and their parent&U Kids
Online, LSE. http://eprints.Is&c.uk/33731/
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were not weighted because of the specific
sampling (see
great caution in comparing these countries to
other countries.

9 Note that due to rounding the sum of numbers in
certain graphs might add up to between 99% and
101%.

Which data a re presented

1 In some figures and tables, data from certain
countries are omitted (such countries are denoted
by an asterisk). This was done if the country did
not ask any respective questions or the question

, thib earied Me t h o was laskeg prdy of a subset of children that was

different than in the other countries.

across the countries
1 If a sufficient amount of data was not available

for younger children, the countries were not
included in the presentation of overall findings
across the countries and in the gender
comparison. The available data is, however,
presented in findings depicting age differences.

1 Across the whole report, due to absent data

r e ¢ drenmyoungea childeen, Flahdgrs, Finland

and Russia are omitted from overall
findings across countries and the gender
comparison . Other countries are omitted
depending on their choice of specific design of
shorter versions of the questionnaire for younger
children.

Comparison with EU Kids Online
2010

Possibilities for direct comparison with EU Kids Online
2010, both the data and most reports published fr om
these data (including the key report from 2011 *? are
limited for several reasons:

1 Sampling and data collection: the sampling
and data collection method in all countries was
not the same in the EU Kids Online 2010 survey.

1 Questionnaire the  questionnaire  was
thoroughly updated and the wording of many
questions and answers changed to better fit the

current sntuatlon and trends in technology
not the data

9 Participating countries: from 19 countries in
this report, only 12 comparable countries
participated in both the EU Kids Online 2010 and
in this survey (Czech Republic, Estonia, Finland,

6Met hodol ogyd) .



France, Germany, Italy, Lithuania, Norway,
Poland, Portugal, Romania and Spain). Belgium
also participated in 2010, but in the current
survey, only the data was only collected in
Flanders, thus the comparison is not possible

1 Age categories: the age categories used in this
report are different than those used in EU Kids
Online 2010. In this report, we created the age
categories 9i 11, 121 14 and 15i 16, while in the
report from EU Kids Online 2010, the age
categories were 9i 10, 117 12, 13i 14 and 1571 16;
also data intended only for older children were
presented for 12-year-olds and older, unlike in
the prior report (where it was 11 -year-olds and
older).

As aresult, we do not recommend directly comparing
the findings from the EU Kids Online 2010 survey
with findings provided here.

Whenever comparisons were possible, we provide
them in this report. The com parisons in this
report are based on new analyses that include

only countries that participated in both
surveys and with analogous age groups. Still,
changes in methodology must be considered.
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Access

As described in 6Theoreticmadr ebamkdg rnoowrned ubf qguihteousl y embe

project o, EU Kids Online
that helps to identify the outcomes of technology use

on childrenés |ives, and
outcomes. The desciiption of the main findings from

this EU Kids Online survey thus starts with the basic
precondition of this overreaching aim: in essence, in

order to examine the effect of internet use, children

first have to use it. Hence, we first focus on the

c hi | daccess éosechnology, specifically on how
they go online (which devices they use) and how

much time they spend online. These two basic
technol ogy wusage factor

practices and inevitably shape their online
experiences (seeFigure 3).

Figure 3: Theoretical model , focusing on
Access (in red)

Child
well-being
and rights

Child identity 5
and resources

INDIVIDUAL LEVEL

SOCIAL LEVEL
) — | ——

Societal inclusion Technology provision Education and Culture, media
(inequality, welfare) and regulation knowledge and values

COUNTRY LEVEL

Devices

Internet access shapes the conditions under which
children are taking advantage of online opportunities
or are exposed to online risks. A major shift in the
way children access the internet was represented by
smartphones, with their use already widespread
among 9- to 16-year-olds in 2013i14.1* Being
personal and portable, smartphones are now
integrated into different social contexts and activ ities.
With the more recent rise of the Internet of Things

and the Internet of Toys ,** the internet has become

13 Mascheroni, G. & Olafsson, K. (20148t Children Go
Mobile: Risks and opportunitieEducatt.
www.netchildrengomobile.eu/reports

14 Mascheroni, G., & Holloway, &dé) (2019)The
Internet of Toys. Practiceaffordances and theolitical
economy oftK A f RandpleyaPalgrave Macmillan.

w 0 evkrydays lives.aFore tis easont Ble Kids oGhliné

recommends that we do not focus on a separation

whibeh weaont aearns oinnlfilnuee nweeer Itch ea ed

instead look at how our world and our relationships
to other people are mediated through the internet .%°

To investigate childrenoés

asked the children the following question:

How often do you go online or use the internet using
the following devices?

ErRidRR in afl & the cHuhtel dhSvere? Mis dudbton
about use of: a smartphone or mobile phone; a
desktop computer, laptop or notebook; a tablet;
other. Some countries also included optional
questions about new technologies i a games
console; TV; a toy connected to the internet; a
wearable device i which we also decided to include
in this report. The results about daily use of all said
technologies are summarised in Table 2.

1 Smartphones are always at hand, providing an

6anywheytei,medn connectivity,

principle. It comes as no surprise, then, that the

phone is the most frequently used device to go
online. Indeed, if we look at the frequencies

through which children access the internet from

their phones, the majority report using their
smartphones almost all the time, several times
each day or at least aaily, although this ranges
between 65% (France) and 89% (Lithuania)

(Table 2).

T In 11 countries (Croatia, Czech Republic,
Germany, Estmia, Iltaly, Lithuania, Norway,
Poland, Portugal, Romania and Serbia), over 80%
of children aged 97 16 use a smartphone to access
the internet at least once a day.

1 In 2010, the number of children going online from
their mobile phones ranged from 31% (Norway )
to only 2% (Romania). From the EU Kids Online
survey 2010, the percentage of children using a
phone or smartphone to access the internet in all
comparable countries has increased substantially,
rising from 31% to 86% in Norway and from 2%
to 86% in Romania.

15Livingstone, S., Mascheroni, G. & Staksrud, E. (2018).
9dzNR LISHY NB&SIENDK 2y OKAf RNByQa

the past and anticipating the futuré&lew Media &
Society, 2(B), 110822.
https://doi.org/10.1177/1461444816685930



1 Computer (laptop or desktop) is used on a daily the internet on a daily basis varies between 5%

basis by a number of children ranging from (Slovakia) and 34% (Malta).

between 26% (Switzerland) and 66% (Lithuania).

The difference in the likelihood of accessing the I Finally, the number of children who connect to
internet from a smartphone and a computer the internet everyday using a smart toy ranges
ranges between 19 percentage points (Malta) and between 0.4% (Serbia) and 18% (France),

47 (Portugal). In nine countries (Switzerland, whereas the use of wearable devices varies
Estonia, Spain, Italy, Norway, Poland, Portugal, between 3% (Croatia and Italy) and 15% (Spain).

Romania, and Serbia), the difference is very close
or above 40 percentage points, showing that the
gap in popularity of these two devices is

considerably wide. For the majority of the
1 The daily use of tablets varies between 14% children, smartphones are
(Poland) and 43% (Malta). Indeed, in most of the
countries less than one in four of the children now the preferred means of
access the internet from a tablet every day. z : : A
6going onlineo
1 In some countries, Smart TVs are more popular
than tablets (or even computers) i ranging
between 17% (Italy) and 75% (Spain) i whereas
the use of a games console as a means to access
Table 2: Daily use of different devices, by country
Desktop
Smartphone  computer, Toy
or mobile laptop or Games connectedto ~ Wearable
phone notebook Tablet console TV the internet device Other
CH 70 26 20 21 n.a. n.a. n.a. 17
Cz 82 43 18 n.a. n.a. n.a. n.a. 20
DE 85 46 16 n.a. n.a. n.a. n.a. 8
EE 87 41 16 13 50 9 8 9
ES 76 29 28 30 75 6 15 15
*Fl ; ; . . . . . ;
FR 65 41 31 26 47 18 13 6
HR 82 52 17 10 20 4 3 4
IT 80 39 20 14 17 3 2
LT 89 66 20 n.a. n.a. n.a. n.a. 26
MT 77 58 43 34 48 11 14 15
NO 86 44 33 26 46 2 10 9
PL 83 40 14 14 59 2 8 8
PT 84 37 27 n.a. n.a. n.a. n.a. 28
RO 86 41 19 n.a. n.a. n.a. n.a. n.a.
RS 86 40 15 11 61 0 8 13
*RU T T T T T T T T
SK 70 43 24 5 21 1 6 n.a.
* VL T T T T T T T T
Ave 80 43 22 19 44 6 9 13

* FI/RU/VL: Full age range not available. n.a.: Optional questions, not included in the questionnaire.

QB5 How often do you go online or use the internet using the following devices? Percentage of children who answered a/most all
the time, several times each day or daily or almost daily.

Base: All children 9i 16 who use the internet.
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Online on the mobile

1 Across the countries more than half of the
children report using their smartphones or mobile
phones daily or almost daily, several times a day
or all the time (Ave = 57%), although this ranges
between 39% in Slovakia and 71% in Norway
(Figure 4).

1 Only a minority of children reportedly access the
internet from their smartphon es or mobile phones
less often than daily or almost daily, ranging
between 11% of Lithuanian children and 35% in
France (Ave = 20%).

Figure 4: Frequency of using a smartphone to
access the internet, by country

m % Several times each day or all the time
= % Daily or almost daily
% Less often
54
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* FI/RU/VL: Full age range not available.

QB5a How often do you go online or use the internet using
the following devices? A mobile phone or smartphone.

Base: All children 91 16 who use the internet.

1 Asshown in smartphones always or several times
a day varies between 35% and 68% for boys, and
between 42% and 75% for girls.

i Figure 5 and in Figure 6, in many countries the
use of smartphones to go online several times a
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day is differentiated by age and partially by
gender.

1 The number of children who are online from their
smartphones always or several times a day varies
between 35% and 68% for boys, and between
42% and 75% for girls.

Figure 5: Using a smartphone several times
each day or all th e time to access the internet,
by gender

% Boys = % Girls
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* FI/RU/VL: Full age range not available.

QB5a How often do you go online or use the internet using
the following devices? A mobile phone or smartphone.
Percentage of children who answered daily or almost daily,
several times a day or all the time.

Base: All children 91 16 who use the internet.

1 In Estonia, France, Malta, Norway, Poland,
Portugal, Serbia and Slovakia, girls are slightly
more likely to access the internet from their
smartphones several times a day than boys with



percentage points difference ranging between 6 Figure 6: Using a smartphone several times

(Estonia) and 11 (Malta). each day or all the time to access the i nternet,
by age

In Portugal and Malta, the difference is about 10

percentage points.

) 29-11yrs m12-14yrs m15-16yrs
Nevertheless, these differences are rather small

and suggest that in most countries, boys and girls |
use smartphones to a similar extent. CH 3
8 |
Age differences are more consistent and cz _-1_ e
prominent. Across all countries, older children are —— 83 — |
more likely to access the internet daily from their DE [ 38 |
smartphones than younger children, which is I -y A
especially contrasted between the youngest and Rg
oldest age category (Ave = 46 percentage points EE
of difference). —
) ) ES Iy I
The number of children in the youngest age L 00
category (9711) who go online from their F i T
smartphones every day ranges between 14% in 38 |
France and 56% in Lithuania. In most countries, | 14 |
however, less than one in three children in this FR S E—
age group accesses the internet from a -
smartphone several times a day. HR 43
66|
Among 12- to 14-year-olds, the number of those T -“_.,
who access the internet very often from a L/
smartphone ranges between 42% (Slovakia) and LT _'13‘._
Y ( I
84% (Norway). ———— 3
|38 |
Using smartphones to go online several times a MT —Fﬁ.—
day is far more common among 15- to 16-year- . °
olds, ranging between 56% in Slovakia and 93% NO —!:_
in Norway. o3 |
36 |
. . PL -
In Switzerland and Spain, the gap between the — 75 ]
youngest category and oldest category is quite 34
noticeable (69 and 62 percentage points, PT . —
respectively). I E—
RO |y
On the other hand, in Lithuania, Croatia and I - I
Slovakia, it is 35 percentage points or less. RS —— A S
I -
*RU /-
I -y A
sk 21 |
[ 42 |
I -1
*VL 80
I T
Ave
I

0 20 40 60 80 100

* FI/RU/VL: Full age range not available. Data not weighted .

QB5a How often do you go online or use the internet using
the following devices? A mobile phone or smartphone.
Percentage of children who answered daily or almost daily,
several times a day or all the time.

Base: All children 9i 16 who use the internet.
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Time spent online

Providing an estimate of the time that children spend
online is not an easy task. As noted, having a
smartphone o6al ways at
internet use has become continuous and interstitial,
filling up the intervals between daily activities.
Children are now able to check messages and
notifications, or to look for information and content
almost anywhere and anytime, making it difficult to
measure the exact time they spend online. Moreover,
a growing number of activities, such as watching TV,
have moved online, whether on SVOD services
(Subscription Video on Demand) or YouTube.
However, children might not perceive watching an
episode on Netflix as spending time on the internet,
thus making time estimates more complicated.

Although we recognise these limitations, we also
recognise the need for at least some estimate of time
spent online. To achieve this we use we asked the
children to estimate how long they spend on the
internet on weekdays and at weekend, to give an
indication of how embedded the internet is in their

everyday lives. By separating between weekdays and
weekends, we acknowledge the different structure in
the lives of most children duri ng schooldays and non-
school days. It is nevertheless necessary to
acknowledge that the estimate of time use achieved
in this way is bound to be very inaccurate on the

individual level.

In the figures below we report the average time
children spend online each day. This means that
variations across countries can also be attributed to
variations in the use of the internet in schools. It
should be noted that although we computed the
overall time online in minutes, it was measured in
hours.

1 As shown in Figure 7, childrenos
online ranges from 134 minutes (Switzerland) to
219 minutes (Norway).

1 In EU Kids Online 2010, time spent on the
internet every day ranged from about 1 hour
(Spain) to 2 hours (Romania). Therefore, in some
countries such as France, Germany, Italy,
Portugal and Spain, the average time children
spend on the internet has doubled or nearly
doubled. Instead, in countries where the average
time spent online was already near to 2 hours,
such as the Czech Republic,Estonia, Poland and
Romania, the rise has been less substantial. In
Norway, where children were likely to spend 2
hours on average on the internet every day, time
spent online nearly doubled, according to the
findings of the current survey.

handd

Figure 7: Estimated average time online (in

minutes) each day, by country

CH 134
Cz 172
DE 137
EE 172
ES 180
*FI
FR 146
HR 157
IT 143
LT 171
MT 194
NO 219
PL 164
PT 178
RO 178
RS 188
*RU
SK 145
*VL0L
Ave 167
0 60 120 180 240

* FI/RU/VL: Full age range not available.

Derived from QB7 and QB8 About how long do you spend
on the internet during a regular weekday (school day) and
a regular weekend day?

Base: All children 91 16 who use the internet.

e s t AsTWdkn8rdFigure' sMife average time spent online
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everyday varies little between boys and girls, but in
countries where the difference is more than 10
minutes, boys spend a little longer on the internet
than girls.

i The difference in time spent online between boys
and girls is below 20 minutes in most countries.



Figure 8: Estimated average time online (in 9 Children in the oldest category tend to spend

minutes) each day, by gender more time on the internet daily, between three
hours (Slovakia) and up to four -and-a-half hours
(Russia and Serbia).

Boys = Girls
Figure 9: Estimated average time online (in
minutes) each day, by age
CH v a— ) v, by ag
cz .. 182 |
DE
L 136 | m9-11yrs m12-14yrs m15-16yrs
EE | — —
(4|
ES —r — CH 10—
]
=] 114 |
Cz 84 |
FR 52 |
I 88 |
HR DE Elﬁ._
L1622 | P ———
T EE 206 ]
L1424 | oo |
131 |
LT — o — ES A0 E—
MT  — — -
oo —— |
NO
.22/ | ol |
PL FR -gm.
]
162 | S ———
PT HR 62 |
.18 | 205 — |
RO —r7 e—— T —
s 82— |
22 |
RS | — I LT L S—
*RU 39 |
MT 224 000 |
SK o35 |
L 146 | —
NO o 237
( 1
*VL 267 |
0
AVe A PL e
0 60 120 180 240 PT D
o230 — |
* FI/RU/VL: Full age range not available. RO “’?—
Derived from QB7 and QB8 About how long do you spend I — :
on the internet during a regular weekday (school day) and RS >11 ]
a regular weekend day? 7
Base: All children 97 16 who use the internet. *RU 08 s
]
0
o . SK LY AR—
As shown in Figure 9, age differences are more stark, S
with 15- to 16-years-olds spending almost twice as w1
much time online than children in the youngest o3 — |
category. Ave
9 |

I The average time spent online by children in the ' ' ' ' '
youngest category ranges between 74 minutes 0 60 120 180 240
(Switzerland) to almost three hours (Norway).

) . * FI/RU/VL: Full age range not available. Data not weighted.
I The time that 12- to 14-year-olds estimate to

spend on the internet ranges between two and Derived from QB7 and QB8 About how long do you spend
half hours (Germany) to around four hours on the internet during a regular weekday (school day) and

(Norway and Flanders). aregular weekend day?
Base: All children 91 16 who use the internet.
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Points to consider

1

While the data presented in this section suggest
a deep integration of
daily lives, inequalities in access and use persist
and may have consequences in terms of
childrends digital
most of the childre n access the internet from their
smartphones, differences may exist between
those who can rely both on mobile web plans and
Wi-Fi networks and those who, by contrast, can
go online only through mobile data plans, who
may experience more constraints in the time
spent online (even on a daily basis) and the range
of activities taken up.

Furthermore, we cannot conclude that having the
internet 6al ways at
online opportunities: smartphones are associated
with an increase in communication and
entertainment activities, but not with more use o f
the internet for schoolwork .16

Future research could also investigate the
variability of online risks that children experience
through different devices, such as mobile phones,
tablets or laptops. It could be that new devices,
such as smart toys, will also bring new risks, such
as privacy problems or problems with those toys
being hacked.

In many countries, the time that children report

spending online almost doubled compared to the
findings of the EU Kids Online survey in 2010.
Thus, with regard to general trends, we know

that children are now spending more and more
time online. Moreover, as the findings show, older
children report being online about twice as long
as younger children. The differences between age
groups vary between countries.

This finding must be contextualised with the
consideration of technology development. The
substance of internet use has changed with the
use of smartphones that allow quick access to the
internet, which many children may use while
travelling, waiting for somebody or during breaks
at school. However, this raises a question i do
children limit some activities more because of the
increased time they spend online? Or do they
simply incorporate internet use within the ir daily
activities, in which they still actively engage? Such
questions could be answered in future research.

16 See, for example, Mascheroni, G. & Olafsson, K.
(2015). The mobile internet: Access, use, opportunities
and divides among European childrétew Media &
Society, 1), 165%79.
https://doi.org/10.1177/1461444814567986

t he
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1

In line with this, we must also acknowledge that
with the rise of smartphones, the average time
spent online is even more complicated to
imgasuser Thesefore, jtha proyided astinate needs
to be taken as a rough approximation that has
certain limitations. Future research could focus on

i ncl usi othe devatopment ef toalsn pucheas sofiware fore

mobile phones, which could give the exact

measure of 6t ismveuld @lsol ben e 6 . Thi
beneficial for users, so that they can keep better

track of time they spend on the internet.

We could also ask whether listening to music

online or watching movies vVvia
onlined or not. Perspectives o
makers, researchers, the public and, of course,

children themselves vary. Thus, even though we
MAYnPIretccdsel gt amemsuree Oti me
augmentation of diverse services in the media

and on the internet, the quest
do you spend on the i nt ernet ?6 has bec

inevitably complex.

In most countries 14- to 16-
year-olds spend nearly twice
as much time online than
9- to 10-year-olds.




Practices and skills

With the focus on practices and skills, our description
moves deeper into what children do online. This
particular part of the model considers specific
activities children can engage in on the internet and
chil drends digital s eestandl
and effectively use the internet for their benefit.

Knowing that the possibilities of what children can do
online are almost endless and that no research can
capture everything, the EU Kids Online survey
comprises a carefully selected a set of activities
identified in prior literature as the most salient. At the

same time, we strived to capture activities that
represent three large motives for going online for a
schoolaged child: entertainment, socialising and
education (see Figure 10).

Figure 10: Theoretical model
Practices and skills (in red)
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Online activities

Online activities, i.e., engaging in specific actions the
online environment provides, are difficult to define as
either entirely beneficial or risky. In the current
survey, we asked the children about activities they
had done in the last month. Our aim was to
understand the online opportunities that children
take up more often. Thus, we asked the following
question:

How often have you done these things ONLINE in the
past month?

The list included activities such as communication
with family and friends, entertainment activities,

gaming, schoolwork, information-seeking or content
creation (see Table 3).

S
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As the internet has become more and more
embedded in childrends |
of their everyday practices online. However, the
range of online activities they take up seems stable
across time: thie baene pattein tah ke oliserveduas id
2010, whereby the majority of children engage in
communication and entertainment activities, along
with schoolwork, whereas content creation or
seeking news is taken up by only a minority of the
children.

Watching videos, listening to music, communicating
with friend s and family, visiting a social networking
site and playing online games top the list of activities
done on a daily basis. More specifically, as shown in
Table 3:

1 Watching videos ranges between 43% (Slovakia)
and 82% (Lithuania).

9 Similarly, listening to music online varies between
45% (Germany) and 81% (Serbia).

9 Using the internet to communicate with friends
and families ranges between 14% (Germany) and
77% (Romania), while visiting a social networking
site varies between 38% (Spain) and 73%
(Serbia).

1 A number of children play online games every
day, ranging from between 27% (Slovakia) and
71% (Lithuania).

9 Using the internet for schoolwork ranges between
16% (Poland) and 46% (Lithuania).

9 Buying things online or checking on the internet
for the prices of things to buy is less common,
taken up by 8% (Germany) to 41% (Romania).

9 Using the internet to read or watch the news
ranges between 9% (Germany) and 39%
(Lithuania).

i ves,

t



Table 3: Daily online activities, by country

Browsed
Communi - Visited a for
Watched Listened cated social Played Used the things to Looked
video to music with network in online internet for buy or to for news
clips online family or site 9 games schoolwork see what online
friends things
cost

CH 58 63 47 54 36 21 17 20
Ccz 73 68 70 66 44 20 27 19
DE 49 45 14 42 34 20 8 9
EE 79 66 71 56 43 28 13 22
ES 58 64 70 38 48 44 23 19
< F| i i i i i i i i

FR 46 57 48 41 42 29 13 18
HR 52 64 60 58 40 34 20 18
IT 55 47 74 54 28 35 16 14
LT 82 72 63 61 71 46 16 39
MT 79 72 68 46 54 35 31 17
NO 71 68 65 56 43 41 15 19
PL 70 65 63 48 36 16 24 15
PT 75 76 72 67 47 25 18 25
RO 77 76 77 49 60 37 41 21
RS 80 81 68 73 55 18 23 12
*RU T T T T T T ) T

SK 43 55 46 62 27 42 17 19
*VL T T T T T T ) T

Ave 65 65 61 54 44 31 20 19

* FI/RU/VL: Full age range not available.

QC3 How often have you done these things ONLINE in the past month? Percentage of children who answered daily or almost
daily, several times a day or all the time.

Base: All children 9i 16 who use the internet.

W atching videos percentage points, and in Norway, 19 percentage
points.

Watching videos is a popular online activity, taken up

by two-thirds of the children in most of the countries

on a daily basis, as shown in Figure 11.

T The number of children who donoét watch video
clips on the internet, or do so only seldomly,
ranges between 4% (Lithuania) and 25%
(Switzerland and Spain).

1 Gender differences are generally small (see
Figure 12), with boys slightly more likely to watch
video clips on the internet in most countries.

1 In most countries the difference between boys
and girls watching video clips is below or equal to
10 percentage points.

1 In the Czech Republic, the difference between
boys and girls watching video clips is 14
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Figure 11: Frequency of watching video clips, Figure 12: Watching video clips daily , by
by country gender

m % Daily or more often
m % At least every week
% Never or hardly ever

% Boys = % Girls
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Base: All children 9i 16 who use the internet.

As shown in Figure 13, age differences are more * FI/RU/VL: Full age range not available.

pronounced.,. especially in Comp"arlson between t.he QC3k How often have you done these things ONLINE in the
youngest (97 11) and oldest (157 16) age categories past month? | watched video clips. Percentage of children

(Ave = 22 percentage points of difference). who answered daily or almost daily, several times a day or

all the time.
I The number of 9- to 11-year-olds who watch

videos on the internet everyday ranges from Base: All children 9i 16 who use the internet.
between 30% (France and Germany) and 73%

(Estonia). In half of the countries, however, more

than half of the youngest children watch videos

online.

1 Among 12- to 14-year-olds, watching video clips
on the internet is taken up on a daily basis by a
number of children, ranging from between 48%
(Slovakia) and 86% (Lithuania).

i Finally, 15- to 16-year-olds who watch videos

online everyday range from between 45%
(Slovakia) and 91% (Lithuania).
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Figure 13: Watching video clips  daily , by age
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* FI/RU/VL: Full age range not available. Data not weighted.

QC3k How often have you done these things ONLINE in the
past month? | watched video clips. Percentage of children
who answered daily or almost daily, several times a day or
all the time.

Base: All children 9i 16 who use the internet.
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Visiting social networking sites

The use of social networking sites has changed
consistently across time, with children migrating from
Facebook to other social media platforms such as
Instagram or to instant messaging services like
WhatsApp. This could account for the low response
rates in the number of children who visit a social
networking site in certain countries, since children
might use social media platforms that they do not
identify as social network sites. In some countries,
however, the questionnaire included a reference to
the most popular social media platforms for children.

1 The number of children aged 9716 who report
visiting social networking sites daily or more often
ranges from between 38% (Spain) and 73%
(Serbia) (see Figure 14). Additionally, 7% to 17%
of children use social networking sites at least
every week. Altogether, in every country besides
Spain, more than half the children use social
network sites at least every week (Ave = 66%).

91 On the other hand, half of the Spanish children
and over 40% of children in France, Germany and
Malta never or hardly ever visited a social
networking site.

Quite afew 9- to 11-year-olds
I from 11% in Germany to
45% in Serbia, report visiting
a social networking site every
day

1 A shown in Figure 15, in the Czech Republic,
Estonia, France, Germany, Poland, Portugal,
Slovakia and Switzerland, there is only a small
gender difference in daily visiting social
networking sites (ranging between 6 and 13
percentage points).

1 In other countries, the gender differences are
very small or negligible (equal or below 5
percentage points).

The use of social networking sites is strongly
structured by age (see Figure 16), with the majority

of 15- to 16-year-olds reporting doing so every day,
against only a minority of children aged 91 11 (Ave =
53 percentage points of difference).



1 Despite the age limits for online platforms and the
implementation o f GDPRO®s
countries'” i which requires parental consent for
the processing of personal data of children under
the ages of 13, 14 or 16 (depending on the
country) i a number of 9- to 11-year-olds,
ranging between 11% in Germany and 45% in
Serbia, report visiting a social networking site
every day.

Figure 14: Frequency of visiting social
networking sites, by country
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= % At least every week
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* FI/RU/VL: Full age range not available.

QC3h How often have you done these things ONLINE in the
past month? | visited a social networking site .

Base: All children 9i 16 who use the internet.

17 Milkaite, 1., & Lievens, E. (2019, December 20). Status

quo regarding the child article 8 GDPR age of consent
for data processing across the BetterInternet for

Kids
www.betterinternetforkids.eu/web/portal/practice/awa
reness/detail?articleld=3017751
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Figure 15: Visiting social network ing sites
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* FI/RU/VL: Full age range not available.

QC3h How often have you done these things ONLINE in the
past month? | visited a social networking site . Percentage
of children who answered daily or almost daily, several
times a day or all the time.

Base: All children 9i 16 who use the internet.



Figure 16: Visiting social network ing sites

daily, by age

m9-11yrs m12-14yrs m15-16yrs

CH (o 000000 |

35 |

{
N

I
=
i

Ccz

[1 |
DE

I%
i

EE

00
N

!

ES

*Fl

H-
N
o0
e

i
N
[ |

FR

i

HR

!
|.
i

i

LT

MT

15 |
NO

I
i%

PL

Ii

PT

31
RO

H

!

RS

*RU

N
00 o
oo oo

SK

*VL

* FI/RU/VL: Full age range not available. Data not weighted.

QC3h How often have you done these things ONLINE in the
past month? | visited a social networking site. Percentage
of children who answered daily or almost daily, several
times a day or all the time.

Base: All children 9i 16 who use the internet.
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1 However, since the survey data were collected
before (e.g., Slovakia and the Czech Republic) or
soon after the implementation of the GDPR in
May 2018, it will be interesting to monitor over
time the influence of different age limits on
under-age social networking.

9 Similarly, the daily use of social networking sites
among 12- to 14-year-olds varies between 10%
(Finland) and 86% (Serbia and Russia).

1 Finally, the number of 15- to 16-year-olds who
use social networking sites daily varies between
21% (Finland) and 93% (Czech Republic and
Serbia).

Playing online games

Along with watching videos, playing online games is
a common entertainment activity in most cou ntries,
practised every day by a number of children, ranging
from 27% (Slovakia) to 71% (Lithuania) (see Figure
17).

91 Further, two in three children report playing
online games at least once a week in most of the
countries.

I Gaming is popular in Lithuania and Romania,
where only a small proportion of children report
never or hardly ever playing online games (13%
and 21% respectively).

1 On the other hand, in Italy and Slovakia, around
half of children do not engage in playing online
games on a daily basis (56% and 45%,
respectively).

Playing online games is strongly structured by gender
(see Figure 18).

1 In the majority of countries the difference
between boys and girls is between 25 and 41
percentage points (Ave = 30 p ercentage points of
difference).

1 In Norway, the difference reaches 54 percentage
points. On the other hand, in Lithuania, the
difference is 12 percentage points.



Figure 17: Frequency of playing online games,
by country

m % Daily or more often
m % At least every week
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* FI/RU/ VL Full age range not available.

QC3j How often have you done these things ONLINE in the
past month? | played online games.

Base: All children 9i 16 who use the internet.

As shown in Figure 19, online gaming also varies by
age, although different patterns emerge across the
countries.

1 In most of the countries, the age group who are
more likely to play online games every day is
represented by 12- to 14-year-olds.

1 In Germany and ltaly online gaming increases
with age, although the difference between
younger and older users is 14 and 9 percentage
points, respectively, which is a relatively small
difference compared to age differences found in
other online activities.

1 In Croatia, the Czech Republic, Estonia, Serbia
and Flanders, playing online games every day
decreases by age.
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Figure 18: Playing online games daily, by
gender
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QC3j How often have you done these things ONLINE in the
past month? | played online games. Percentage of children
who answered daily or almost daily, several times a day or
all the time.

Base: All children 9i 16 who use the internet.

Playing games online is the
most gendered activity, with
twice as many boys than girls
playing daily in  most
countries.




Figure 19: Playing online games daily, by age
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Base: All children 9i 16 who use the internet.
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Using the internet for schoolwork

Using the internet for schoolwork ( Figure 20) is a
further indicator of how embedded the internet is in

chil drends everyday

i ves.

1 Using the internet for schoolwork on a daily basis
ranges between 16% in Poland and 46% of

children in Lithuania.

T In most countries, less than one in three children
say they never or hardly ever use the internet fo r

schoolwork.

Figure 20: Using the internet for schoolwork,

by country
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QC3b How often have you done these things ONLINE in the

past month? | used the internet for schoolwork .

Base: All children 91 16 who use the internet.

Gender differences in the number of children who use
the internet for schoolwork are small or none (see
Figure 21). In all countries where boys and girls
differ, girls tend to report using the intern et for

schoolwork more than boys.

1 In several countries, boys and girls report using
the internet for schoolwork to a very similar



extent: Germany, Estonia, France, Serbia, Italy
Lithuania, Norway, Poland and Portugal
(differences equal to or below 5 percentage
points).

1 In six countries, the difference between girls and
boys is around 5i 9 percentage points.

1 In Malta the difference between girls and boys is
14 percentage points.

Figure 21: Using the internet for school  work,

by gender
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QC3b How often have you done these things ONLINE in the
past month? | used the internet for schoolwork . Percentage
of children who answered daily or almost daily, several
times a day or all the time.

Base: All children 91 16 who use the internet.
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Figure 22: Using the internet for schoolwork,
by age
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past month? | used the internet for schoolwork . Percentage
of children who answered daily or almost daily, several
times a day or all the time.

Base: All children 9i 16 who use the internet.



Using the internet for schoolwork everyday is also important digital skills. Therefore, whether

clearly structured by age (Figure 22), with 15 - to 16- gender variations translate into more or less
year-olds more likely to do so on a daily basis than digital skills, and what kind of skills are associated
9- to 11-year-olds (Ave = 24 percentage points of with gaming, should be explored further.
difference).
T In some countries, the use of the internet for
1 The number of 9- to 11-year-olds who report schoolwork is also partially differentiated by
using the internet for schoolwork every day gender. Understanding why boys engage less in
ranges between 9% (Switzerland) and 32% schoolrelated activities on the internet in such
(Lithuania). countries is crucial if we want to address
disparities in the tangible outcomes of internet
f Among 12- to 14-year-olds, the number of use that already exist from childhood.

children using the internet for schoolwork
everyday ranges between 12% (Poland) and 60%
(Flanders).

i1 Finally, in the oldest age group, school-related
internet use ranges between 23% (Finland and
Serbia) and 64% (Russia).

Points to consider

1 Online activities are closely related to digital skills
fand thus to chil diramwdls digital inclusion
as to online opportunities and risks. Prior research
has shown that children who take up a wider
range of online activities are usually exposed to
more risks, but are also better equipped to cope
with such risky situations, thus experiencing less
harm.18

1 While the widespread use of mobile devices is
associated with an increasing number of online
activities, the range of activities taken up is not
necessarily more varied. Children still engage
mostly in communication and entertainment
activities and their progression along the o6l adder
of o pp o Ftisustilli strongly sstductured by
age.

I The frequency of all the activities increases by
age, whereas gender variations tend to be less.
Older children are more likely to take up more
diverse online activities, suggesting a progression
along the o6l add®ffrommfmorepportunitieso
basic uses of the internet 1 such as
communication, entertainment and schoolwork 1
to more participatory activities.

1 Gender differences persist, although they are not
very pronounced, with the exception of gaming.
Although playing games online can be seen by
some as an activity with no substantial outcome,
it could be the path to the development of

8 ivingstone, S., Hasebrink, U., & Gérzig, A. (2012). divide.New Media & Bciety, 94), 67%,96.

Towards a general model of determinants of risk and https://doi.org/10.1177/1461444807080335

safety. In S. Livingstone, L. Haddon & A. Géedig) ( 20 bid. )

Childen, risk andsafety on the Internet: Research and 2llivingstone, S., Haddon, L., Gorzig, A., & Olafsson, K.
policychallenges ircomparativeperspective(pp. 32%7). (2011).Risk and safety on the internet: The perspective
Policy Press. of European children. Full findings from the EU Kids

191 jvingstone, S. & Helsper, E. (2007). Gradations in Online survey d3-16 year olds and their parentgU Kids
digital inclusion: Children, young people and the digital Online, LSE. http://eprints.Ise.ac.uk/33731/
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Digital skills

Digital skills are a fundamental precondition of
chil drends successful
through the internet: they are relevant for young
peop | e b's participation in
employment and their general well-being.?? 2 Digital
skills are positively associated with the diversity and
frequency of online activities:?* 2 the more online
opportunities children benefit from, the more
children develop digital skills, and vice versa. More
opportunities, however, are linked to more risks, so

that more skilled children do actually encounter more
risks, although digital skills can mediate between
exposure to online risks and harm or resilience by
reducing the harmful consequences of exposure to
risks and making children more resilient.2®

In line with developments in research on digital

inclusion, the EU Kids Online survey broadened the
scope of the digital skills measured. More specifically,
the Inte rnet Skills Scale was adopted, as developed
and validated by van Deursen et al,?” which identifies
skills measures in five areas of competence:
operational skills, including safety skills; information

navigation skills, which enable critical engagement
with online information; social skills, i.e., the ability

to manage online relationships with others; creative

skills, namely the capacity to produce
communication; and mobile skills, related to the use

of mobile devices.

We asked the children the following question: Please
indicate how true the following things are of you
when thinking about how you use technologies such

as mobile phones and the internet. If you don't
understand what the question is referring to, choose
the option 0! donéverdinathisyo .
then think of how much this would apply to you if you
had to do this now. On a scale from 1 to 5, where 1
/s ONot at all true of
how true are these of you? The response options
were then labelled in the follo wing way: Mot true of
me, Somewhat not true of me, Neither true nor not
true of me, Somewhat true of me, Very true of me.

221TU (2018)Measuring the Information Society report
Geneva: ITU. www.itu.int/en/ITU
D/Statistics/Documents/publications/misr2018/MISR
2018Vot1-E.pdf

2Z3yan Deursen, A.J.A.M., Helsper,,REynon, R.
(2016). Development and validation of the Internet Skills
Scale (ISSnformation, Communication and Society,
19(6), 80423.
https://doi.org/10.1080/1369118X.2015.1078834

24 Livingstone, S. & Helsper, E0Q7). Gradations in
digital inclusion: Children, young people and the digital
divide. New Media & Society(4), 67196.
https://doi.org/10.1177/1461444807080335
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engagement

me 0

This question was only asked of older children in the
majority of the countries, so we present only the

findings from children aged 12 T 16.
An overview of skills
wi t h t he worl d

In Table 4, we present number of children that say
semewthiatdrtieyof, me orevery tau@ df men Mcross the
countries, the majority of children score high on
operational (Ave = 84% and 79%) and social (Ave =
86% and 89%) sKills.

Contrary to the myth of the digital natives,

information navigation skills are unevenly distributed
across the countries. These include the ability to
assess the reliability of online information (varies
between 36% and 75%) and the ability to choose the

right keywords in an online search (varies between
52% and 89%), and are particularly low among

children in Spain, Switzerdand, Germany, France and
Italy.

The evidence counters another myth associated with
the digital natives rhetoric and celebratory discourses
of web 2.0 users as producers: children also vary
greatly across countries with respect to their levels of
creative skills (varies between 55% and 86% in
creating content and between 27% and 59% in

editing content).

Finally, while almost all the children know how to
download an app on a mobile device, the
management and monitoring of the costs of app use
is unevenly distributed across the countries (varies
between 48% and 84%).

/' f you have n

and 5 /s oVery true of

25| jvingstone, S., Haddon, L., Gérzig, A., & Olafsson, K.
(2011).Risk and safety on thaternet: The perspective
of European children. Full findings from the EU Kids
Online survey of-26 year olds and their parentSU Kids
Online, LSE. http://eprints.Ise.ac.uk/33731/

26| jvingstone, S., Mascheroni, &.Staksrud, E. (2018).
Europeanrese® K 2y OKAf RNByQa
the past and anticipating the futuré&lew Media &
Society, 2(B), 110822.
https://doi.org/10.1177/1461444816685930

27yan Deursen, A.J.A.M., Helsper,,B.Eynon, R.
(2016). Development and validation of the Imet Skills
Scale (ISSihformation, Communication and Society,
19(6), 80423.
https://doi.org/10.1080/1369118X.2015.1078834
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Table 4: Measurements of digital skills (% who say

very true or somewhat true ), by country

Information /

Operational navigation Social Creative Mobile
© O o ~x T Q= © o » © - B =
< o %) o c 0 Qo - > Lo S [ a5 [
¢z S22 | 2= 8w g 35 g2 e = 9. 52 88@ < 8
S O Rl =1 O L cocl €2 Enl = > T 2¢c ca _\“ag £ <
o S © S2 950 2G° L3 Qoo ©9g8& o o S
o 2 o0 28 += o 5 € 2 EL o0CEG ocE 0oEw 20802 295
2E 27 |S8Be 288 32°C 225 52 268 28 308 28
g = % % %) g o 0L 9 =0 "z B < % o & g ;_” ol 3¢ 5 g £, o &
g e 2 o5 E §-9 28 S55c 355 28 €070 =2 €8
:S 5 |=2=E5 =05 ¥E° 3298 28 =z2°F 28 3Z20 3¢
2 o 3 - = © a5l — 5 ¢ o <) oo oga o E 9=
€5 ESE|£& Be° £€58°% |£T £3 | &S f£8° £3
=5 = I Es E® X - s Zg | = -5 -
CH 77 81 46 71 89 92 55 38 96 62 71
Ccz 89 83 58 69 91 94 65 27 96 49 69
DE 85 73 41 86 80 85 65 43 86 62 69
EE 91 84 66 77 91 94 58 39 90 68 66
ES 71 77 36 52 85 88 66 28 94 48 60
*F 84 81 71 71 90 90 69 49 88 56 74
FR 77 61 47 68 74 71 64 36 83 51 62
*HR 84 81 65 80 86 83 63 T 83 70 67
IT 87 75 49 73 86 88 72 53 20 67 65
LT 91 83 73 89 86 89 86 59 84 72 63
MT 76 82 61 72 87 87 61 44 89 57 61
NO 83 78 61 68 95 92 61 34 98 84 77
PL 83 80 67 73 86 87 62 43 87 70 71
PT 83 87 56 68 88 91 64 39 93 67 67
RO 84 70 69 66 78 88 76 55 88 74 74
RS 92 90 75 78 93 96 75 44 98 62 74
*RU 88 78 55 62 82 91 65 38 91 67 75
SK 86 80 67 82 79 86 71 57 82 64 70
*VL 88 85 56 60 88 92 65 45 93 67 71
Ave 84 79 59 72 86 89 66 43 90 64 69

* FI/RU/VL: Data not weighted. HR: Question QE1h not asked (/ know how to edit or make basic changes to online content).

QEl1 Onascalefomlto5,where 1 is ONot
of children who answered very true or somewhat true.

Base: All children aged 12i 16 who use the internet.

Overall skills

Overall digital skills measurement is derived from the
11 statements all of which were presented under the
heading: On a scale from 1 to
all truvue of medé and 5 I|s
are these of you? Answers to all 11 questions were
combined and then adjusted to form a measurement
scale running from 0 (minimum level of skills) to 10
(maximum level of skills). The overall level of digital

28 Cohen, J. (1988%tatistical power analysis for the
behavioural sciencd@nd ed.). Lawrence Erlbaum.

at all true of med

skills across countries ranges from 7.1 (France) to 8.3
(Lithuania and Serbia) (see Figure 23).

For gender and age

5, suggestiory® for intergretatiog @f sffect sjzes which

o VAEbpseq on mean differepees as megsyyed; ip ;o

standard deviation. In this context, observed
differences up to 0.46 can be said to imply negligible
effect, differences between 0.46 and 1.15 small
effect, and bigger differences as medium or even
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large effects. Figure 24 shows the gender differences
in the overall level of digital skills.

1 In most countries the differences between boys
and girls are negligible, below or equal to 0.4.

1 In Switzerland, the Czech Republic, Spain, and
Norway, boys report higher skill than girls, though
the difference is only small.

Figure 23: Overall dig ital skills, by country
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* FI/RU/VL: Data not weighted.
QE1Derived from QE1 (see Table 4).

Base: All children aged 12i 16 who use the internet.
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Figure 24: Overall digita | skills, by gender
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* FI/RU/VL: Data not weighted.
QE1Derived from QE1 (see Table 4).

Base: All children aged 12i 16 who use the internet.

Figure 25 shows that age differences are slightly
stronger, ranging between 0.43 (Flanders) and 0.99
(Germany):

1 Among 12- to 14-year-olds, the overall level of
digital skills ranges between 6.7 (France) and 8.1
(Serbia).

1 As expected, 15 to 16-year-olds score higher on
the overall level of digital skills, ranging between
7.6 (France) and 8.9 (Lithuania).



Figure 25: Overall dig ital skills, by age
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Base: All children aged 12i 16 who use the internet.

Information navigation skills

Information navigation skills are represented by the
item: / find it easy to check if the information [ find
online is true. The ability to check accuracy and
reliability of the information online is critical for the
achievement of tangible outcomes of internet use
such as education, citizenship and participation. As
shown in Figure 26, these skills vary across countries.

1 The number of children who report being very
confident (i.e., said very true of me) and find it
very easy to check whether the information they
find online ranges between 16% (Switzerland)
and 43% (Lithuania).
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In Switzerland, Germany, Spain, France and Italy,
only one in five children or fewer are very
confident in their information naviga tion skills.

On the other hand, the high level of information

navigation skills is above or equal 35% in
Lithuania, Romania, Serbia, Poland, Croatia and
Slovakia.

Figure 26: Informatio n-navigation skills, by

country
= % Very true of me
= % Somewhat true of me
% Not true or dont know
CH 54
Cz 42
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EE 34
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*F 30
FR 53
HR 36
IT 51
LT 28
MT 39
NO 39
PL 33
PT 44
RO 31
RS 25
*RU 45
SK 33
*VL 44
Ave 41
0 20 40 60 80 100

*

FI/RU/VL: D ata not weighted.

QElcl find it easy to check if the information | find online
is true.

Base: All children aged 12i 16 who use the internet.

1

1

As shown in Figure 27, there are only slight
gender differences in high information navigatio n
skills (i.e., saying very true of me), with more
boys saying they are skilled (Ave = 8 percentage
points of difference).

The number of girls who report that itis very true
of them to be able to assess whether online
information is true ranges from 13% of girls in
Spain and Switzerland to 44% in Lithuania.



1 The proportion of boys who report the same
information navigation skills ranges between
18% in France and 45% in Poland and Serbia.

Figure 27: Information navigatio n skills, by

gender
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* FI/RU/VL: Data not weighted.

QElcl find it easy to check if the information | find online
is true. Percentage of children who answered very true or
somewhat true.

Base: All children aged 12i 16 who use the internet.

1 Gender differences are small or negligible in
countries where over a third of children say they
are skilled (such as Lithuania and Slovakia) as
well in those where less than a fifth of children
report this (such as France and Switzerland).

1 The gender differences are more pronounced in
the Czech Republic (17 percentage points),
Poland (16 percentage points), Portugal (22
percentage points) and Serbia (16 percentage
points).
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Figure 28: Information naviga tion skills, by
age
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QElcl find it easy to check if the information | find online
is true. Percentage of children who answered very true or
somewhat true.

Base: All children aged 12i 16 who use the internet.



Figure 28 shows the age differences related to
information navigation skills.

1

In about half of the countries more older than
younger children report confidence in their ability
to check the validity of online information, with
the differences between 6 percentage points
(France) and 19 (Lithuania).

In Switzerland, Estonia, Spain, Finland, Portugal,
Romania, and Serbia, the age differences were
only small or negligible (equal to or below 5
percentage points).

The information navigation skills of 12- to 14-
year-olds range between 11% (Germany) and
37% (Serbia).

Among 15- to 16-year-olds, the number of
children who reportedly possess this skill ranges
between 13% (Switzerland) and 53% (Lithuania).

Therefore, age variations across countries are
more pronounced among children in the oldest
age category.

Social skills

In general, children score high on the social skills
scale, which is represented by item / know which

i nformation [/

shoul d .desg

than third of the children in most of the countries
(Ave = 64%) report this is very true of them (Figure
29).

1

Between 39% (France) and 81% (Serbia) of the
children say they have these social skills.

Less than half the children reported this as very
true for them in Germany (48%), France (39%)
and Russia (45%).

On the other hand, over 75% children agreed
with this in Portugal (78%) and Serbia (81%).

The differences between boys and girls in Figure
30 show that in about half of the countries,
gender is not substantially differentiated in social
skills.

In Switzerland, Estonia, Finland, Malta, Portugal,
Romania and Flanders, more girls than boys say
they have social skills (differences range between
6 percentage points in Switzerland and 12 points
in Romania and Finland). This finding is contrary
to the other skills measured, pointing out that

when it comes to social skills and the
management of interpersonal relationships
online, girls are generally more equipped than
boys.

S h
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Figure 29: Social skills, by country
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Base: All children aged 12i 16 who use the internet.

As shown in Figure 31, there are only slight
differences related to the age of the children (Ave
= 6 percentage points of difference).

The level of social skills among 12- to 14-year-
olds ranges between 36% (France) and 78%
(Portugal and Serbia).

In the oldest age group, social skills range
between 42% (France) and 86% (Serbia).

In the Czech Republic, Estonia, Spain, Croatia,
Malta, Norway, Poland, Portugal and Flanders,
the age differences are negligible equal to or
below 5 percentage points).

In other countries, the age differences range
between 6 percentage points (France and
Finland) and 18 percentage points (Germany).

shoul d



Figure 30: Social skills, by gender Figure 31: Social skills, by age
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Points to consider

1 While most children score high on the operational
and social skills scales, a significant proportion
lacks information navigation and content creation
skills. Future research could investigate how and
why children report these differences i
specifically, which factors contribute to the
development of information navigation and
content creation skills, and how we can support
their development.

1 There is a consistent age gap related to
acquisition of some skills. As shown, younger
children in particular are less equipped when it
comes to assessing the reliability of online
information. This should be addressed in efforts
to promote higher media lit eracy.

i Overall, gender differences are small, although in
some countries there is a slight gap between boys
and girls in the level of information navigation
skills.

T As shown in O60Accessédé, some new technologies are
on the rise which allow internet access, such as
smart toys, but also more complex ones, such as
social robots. The effective use of such devices
may require specialised digital skills not captured
in the survey. Future research should better
reflect on the variability of devices that children
use to access the internet, and also measure
digital skills in relation to these devices. Educator,
researchers and policymakers should find
optimal ways to help children develop these new
digital skills in relation to devices that they may,
in time, end up u sing on a daily basis.

Information and navigation
skills are low, especially in
Switzerland, Germany, Spain,
France, and Italy.
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Risks and opportunities

This section goes a step further, and looks specifically
into the online activities and experiences that can
have negative or positive impacts on children (see
Figure 32). This section deliberately combines risks
and opportunities i in most cases, online activities
cannot be conclusively defined as generally positive
or generally negative. Rather, the same activity can
have positive consequences for one child and
negative consequences for another. One such
example is experiences with sexual messages, where
for some young people, under some circumstances,
receiving a sexual message from a peer, a girlfriend
or a boyfriend can be seen as positive and exciting,
while for others, such messages can be the cause of
distress and potential harm. Disentangling the factors
that lead to one outcome rather than the other is the
significant task of researchers.

In the findings presented here, we aimed to show the
variability of childrends
activities, and both the negative and p ositive
experiences reflected in their emotional responses.
We ordered the topics in this section based on
approximate level of experienced harm i from those
experiences that in their very definition include some
level of harm (such as online aggression) to those
that are more neutral in essence (such as meeting
new people) and that often lead to positive
outcomes. The specific order should, nevertheless,
not be taken as a strict rank of risks and
opportunities, but only as an effort to give some
(albeit imperfect) order to the sections that follow.

The selected risks and opportunities presented in this
report are as follows: overall negative experiences
encountered online, online aggression and
cyberbullying, exposure to potentially harmful
content, experienced data misuse, using the internet
excessively, sexting, exposure to sexual content, and
meeting new people online. We also included a
section about childrends
communication, which may represent either a risk or
opportunity.

We should point out that researching risks and
opportunities has many specific challenges. The next
section briefly explains how EU Kids Online dealt with
these challenges.

What constitutes online risk and how this can be
researched and measured is partly dependent on the
context. Since the EU Kids Online 2010 survey, which
provided evidence about
experiences, children and young people have been
afforded new online services, content and new
technologies. Perhaps the most obvious example is
how the smartphone has changed how, when and
where the internet can be

has also opened up more private communication for
children and young people, enabling them to access
content and to communicate with others online when
out and about, sharing diverse information and
material while removed from the parental gaze.
There has also been a change in online praxes, in
particular the widespread use of social networking
sites in which visual content dominates, which can be
easily captured and uploaded through mobile
devices. For research this means that some of the
risks have also changed (or at least have become
much more salient) and the research must react to
such changes. Thus, when creating this survey, in
addition to the measures of risks used in the EU Kids
Online survey in 2010, we included some new
questions. For instance, we asked about experiences
with unwanted requests for sexual information or
sharenting i experiences with parents having shared
personal information about the child.
engagement in selected
Figure 32: Theoretical model , focusing on
Risks and opportunities (in red)
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How to research risks and
poppdreunitiesc es  f or

Researching risk also means acknowledging that
what is defined as a potential risk for some may be
seen as an opportunity for others. One example is
experiences with sexual messages described next, or
meeting with unknown people from the internet.
Thus, when asking children and young people about
their experiences online, we tried to avoid normative
connotations and guidance. In practice this means
that we do not use ter ms

oshtraﬂn rather we
b& ekp‘lc nei n 0@nlld frlgn'ally Iaﬂg‘:ﬁage The

questionnaire options also include a wider range of
feelings after the experience. Children were asked if
certain experiences had upset them, without
assuming that an experience, had been prohlematic
sgeé (spee o,&cceé)s%e). |

acce
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and perceived as harmful by all. We also ask if it
resulted in positive feelings and experiences, rather
than just levels of distress (with obvious exceptions,
notably cyberbullying). Thus, to provide a better
insight, some risk sections also included follow-up
questions about positive reactions and feelings to
what most people might perceive as risk-related
and/or abusive behaviour.

Furthermore, considering that older children may
have had more experiences with online risks during
their lives, we framed the questions wit hin a specific
time period (during the past year). Also, since the
character of the risks varies and subsequently their
depiction may differ from one incident to another,

when investigating more about the experience, we
framed the question to target the la test one (using
the [ ast ti me
we aimed to increase the likelihood that all children
would understand the question in the same manner
and would be able to provide comparable answers.

It must be recognised that there are major
methodological and ethical challenges associated
with mapping risk experienced by children and young

people. The countries included in this report collected

data by various methods, and while there are

different challenges associated with these methods,
all the countries and teams collecting data paid due
attention to the ethical requirements and dilemmas

associated with the
This concerns in particular anonymity and
confidentiality, and comfortable conditions that
enable participants to provide honest answers.

To conclude this section, we would like to stress that
risk is the potential for something to happen.
Sometimes risk experiences result in harm, but risk
and harm must be differentiated. In order to measure
harm, the EU Kids Online survey uses the concept of
intensity, a combination of how one felt after a risk
experience and how long this feeling lasted. Readers
should also refer to the EU Kids Online 2010 reports
for a detailed explanation of the measures of risk
versus harm.?® 30

2 jvingstone, S., Haddoh,, Gorzig, A., & Olafsson, K.
(2011a)Risk and safety on the internet: The perspective
of European children. Full findings from the EU Kids
Online survey of-26 year olds and their parent&U Kids
Online, LSE. http://eprints.Ise.ac.uk/33731/
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(see O6Methodol ogyd).

30Ljvingstone, S., Haddon, L., Gérzig, A., & Olafsson, K.
(2011).Technical report and user guide: The 2010 EU
Kids Online Survey. A report on the design and
implementation of the EU Kids Online survey-t6Year
olds and their parents in 25 countrigsUKids Online,
LSEhttp://eprints.Ise.ac.uk/45270/


http://eprints.lse.ac.uk/45270/

Overall negative
online experiences

Before asking children about a specific online
experience, we asked them about negative online
experiences in the broadest possible terms:

In the PAST YEAR, has anything EVER happened

online that both ered or upset you in some way (e.g.,
made you feel upset, uncomfortable, scared or that
you shoul dnét have seen

This question covers different kinds of online
experiences that make children upset. In the EU Kids
Online survey 2010 we asked children the open
q u e s t Wmamthingsln the internet would bother
or upset you?6 3 Children described a broad range
of experiences, such as being exposed to online
sexual content, aggressive content and other types
of unwanted content; inappropriate contacts; on line
harassment and bullying; hacking; sharing personal
information; damage to reputation; and also viruses,

spam, pop-ups and online advertisements.
Furthermore, in  our previous qualitative
investigation,®? children said that they had been
bothered online by technical problems, such as when
the internet was not working or when the internet

connection was sl ow. Th
experiences reported in this section cover many
different kinds of online problems, from serious
problems (e.g., cyberbullying) to experiences with
little negative impact on the children (e.g., technical

problems).

1 The number of children reporting being bothered
by something online varies substantially among
countries, ranging between 7% (Slovakia) and
45% (Malta) (Figure 33).

1 In some countries (Germany and Slovakia), less
than 10% of children aged 97 16 are bothered by
something online, but in the Czech Republic,
Malta, Romania, Serbia, Spain and Switzerland,
more than 30% children report the same.

1 In the EU Kids Online surwy 2010, the
percentage of children who reported that they
had been bothered on the internet varied
between 6% and 25% across comparable
countries. In this EU Kids Online 2020 report, the
number of children who reported such
experiences was higher (between 7% and 45%;
Ave = 25%). Thus, the number of children who
reported that they had been bothered online
substantially increased in most comparable
countries (Czech Republic, Spain, France, Italy,
Lithuania, Poland and Romania) while it remained

S81livingstone, S., Kirwil, L., Ponte, C., & Staksrud, E.
(2013).In their own words: What bothers children
online? With the EU Kids Online Netwdgk) Kids @ine,
LSE. http://eprints.Ise.ac.uk/48357/
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almost the same only in Germany, Estonia and
Norway.

Figure 33: Negative online experiences in the
past year, by country

CH
Ccz
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*RU
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*VL
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60 80 100

*FI/RU/VL: Full age range not available.

QFO01 In the PAST YEAR, has anything EVER happened

online that bothered or upset you in some way (e.g., made
you feel upset,
have seen it)? Percentage of children who answered yes

Base: All children 9i 16 who use the internet.

I The number of boys reporting being upset by
something online ranges between 6% (Slovakia)
and 39% (Malta) ( Figure 34). The percentage of
girls reporting the same problem ranges between
8% (Slovakia) and 52% (Malta).

1 In Malta and Switzerland, more than 40% of girls
report that they are bothered online.

32Smabhel, D. & Wright, M.Feds) (2014)Meaning of
online problematic situations for children: Results of
qualitative crosscultural investigation in nine European
countries EU Kids Online, LSE.
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Figure 34: Negative online experiences in the Figure 35: Negative online experiences in t he

past year, by gender past year, by age
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QFO01 In the PAST YEAR, has anything EVER happened SK i.i
online that bothered or upset you in some way (e.g., made [ 10
you feel upset, uncomfortable, s car ed or that yo .
have seen it)? Percentage of children who answered yes. VL ___E!—
Base: All children 9 16 who use the internet.
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L34 |
1 In the Czech Republic, Malta, Portugal, and 0 20 40 60 80 100

Serbia there are small differences between boys
and girls (between 6 and 13 percentage points), *FI/RU/VL: Full age range not available. Data not weighted.
with more girls reporting that they are bothered

online than boys QFO01 In the PAST YEAR, has anything EVER happened

online that bothered or upset you in some way (e.g., made
you feel wupset, uncomfortable, scar

1 As Figure 35, shows, more older children report have seen it)? Percentage of children who answered yes.

experiencing negative online experiences. In all
countries except Portugal, more children in oldest Base: All children 9i 16 who use the internet.
age category report such experience than

children in the youngest age category (Ave = 14

percentage points of difference).

| 46 |



How frequent are negative online
experiences?

To better understand
experiences, we asked those children who reported
such an experience how often it happened within the
past year.

1 Most children report being bothered online only
sporadically (a few times), ranging between 4%
(Slovakia) and 30% (Malta).

1 A lower number of children are bothered online
at least every month or more often: between 2%
(Germany) and 15% (Malta).

T More than a tenth of children are bothered online
at least every month or more often in
Switzerland, the Czech Republic, Malta and
Serbia.

Figure 36: Frequency of negative online
experiences in the past year, by country
m % At least every month
% A few times
% Not experienced this
CH 27 62
cz 23 66
DE 7 91
EE 17 76
ES IEN 24 66
*FI
FR 12 83
HR [Epid 86
IT A6 90
LT 16 77
MT 30 55
NO A7 79
PL [ElMi7 75
PT 17 78
RO EX 25 67
RS 23 65
*RU
SK g4 93
*VL
Ave 17 75
0 20 40 60 80 100

*FI/RU/VL: Full age range not available.

chit d®€hss

QF02 In the PAST YEAR, has anything EVER happened

online that bot hered or upset you in some way? In the PAST
YEAR, how often did this happen?

Base: All children 9i 16 who use the internet and reported
that something happened online that bothered or upset
them.
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Knowing what to do if someone

acts online in a

negati ve online

Encountering other people whose behaviour children
may find wrong, inappropriate or even aggressive is
among the online experiences that may upset
children. It is important to know whether children

know how to handle such situations. Without such
perceived self-efficacy, children may avoid being
included in many communicative activities online. On
the other hand, if they feel that they do have such
skills, they may be more prone to engage in online
interactions, believing they can handle any bothering
situation. Therefore, we asked the children how often
the following applied to them:

| know what to do if s omeone acts online in a way /
donét | i ke.

T In all of the countries, most of the children often
or always believe they know how to react to the
online behaviours of
Between 26% (Lithuania) and 49% (Norway) say
they a/ways know how to do this (Ave = 39%)
(Figure 37).

1 On the other hand, between 6% (Lithuania) and
29% (Spain) never know how to react in these
situations (Ave = 13%).

1 In most countries, there are no substantial
gender differences (i.e, over 5 percentage points)
comparing children who often or alwaysfeel self-
efficient in handling such situations. Exceptions
are Romania (difference 11 percentage points),
Portugal (difference 8 percentage points) and
Czech Republic and Portugal (difference 6
percentage points), with more boys than girls
feeling self-efficient. Considering that there are
almost no differences in most countries, we
include the figure here.

way

ot her s

donot

c hi



Figure 37: Knowing how to react to online
behaviours of others which children do not
like , by country
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*FI/RU/VL/CH: Full age range not available.

QD2c How often does the following apply to you? | know
what to do if someone acts onlineinaway | donét

Base: All children 91 16 who use the internet.

1 In most of the countries more of the older
children know how to react to the online
behaviours of others that they do not like (Figure
38). In the youngest age category, this applies
for between 32% (Spain) and 67 % (Norway)
(Ave = 54%). In the oldes t age category, it is
between 62% (Russia) and 88% (Estonia) (Ave =
77%).

I i ke
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Figure 38: Knowing how to react to online
behaviours of others which children do not like
(always or often) , by age
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Coping with a negative experienc e
i who children talk to

Negative experiences online can cause different
reactions. Children may cope with the situation
themselves, such as by blocking the person, they
may talk to other people, use technical measures,
confront the stressor or aggressor, or may justignore
the problem.33

In this EU Kids Online survey, we asked children (a)
who they talked to about the problem and (b) how
they reacted after experiencing the problem.

As noted above, children experience a broad range
of problematic situations online, from simple

Table 5: Who children talked to after having negative online

technical problems to possible serious harm.
Therefore, the reactions of the children may vary in
relation to the nature of the problem.

Table 5 shows who children talk to about a negative
online experience. This was only reported by children
who had been bothered online. We asked these
children the following question:

The last time something happened online that
bothered or upset you, did you talk to any of these
people about it?

experiences, by country

%

Someone
% whose job % %
% % Friend itis to Another I di di
Mother or Brother or around my % help adult | talk to
father sister age Teacher children trust anyone

*CH i i i i i i i
cz 31 15 56 3 1 5 24
DE 44 11 51 3 1 3 16
EE 46 10 38 6 1 5 30
ES a7 31 69 12 8 32 21
Fl . i . | i | :
FR 59 23 39 4 6 6 4
HR 52 13 39 3 0 3 14
IT 45 11 44 4 0 1 22
LT 40 11 57 3 2 7 15
MT 42 14 39 8 2 9 21
NO 34 8 50 6 5 5 25
PL 34 23 71 13 9 25 9
PT 37 13 44 7 1 10 26
RO 39 13 43 5 3 10 17
RS 31 16 43 3 2 6 26
*RU T T T T T ) T
SK 31 9 54 2 0 2 22
*\/L T T T T T ) T
Ave 40 14 50 5 3 9 19

*FI/RU/VL: Full age range not available. CH: Question not asked.

QFO04: The last time something happened online that bothered or upset you, did you talk to anyone of these people about it?

Percentage of children who answered yes.

Base: Children aged 9 16 who use the internet and reported that something happened online that bothered or upset them .

33 Parris, L.Varjas, K., Meyers, J., & Cutts, H. (2012). High
dGdzRSyGaQ LISNDSLIIA2ya 2F O2LAyYy3 gAGK

a0Kz22f
cyberbullyingYouth & Society, 42), 284,306.
https://doi.org/10.1177/0044118X11398881



1 In the majority of the countries, the most
frequent people children talk to are parents
(between 31% in the Czech Republic and Serbia
to 59% in France; Ave = 41%) or friends
(between 38% in Estonia and 71% in Poland; Ave
=49%).

I Most children prefer to talk to a parent in Eston ia,
France, and Croatia; on the other hand, in the
Czech Republic, Germany, Lithuania, Norway,
Poland, Portugal, Serbia, Slovakia, Romania and
Spain, they mostly talk to a friend.

1 In all of the countries only a minority of the
children talk to teachers (between 2% and 13%;
Ave = 5%) or to a professional whose job it is to
help children (0% to 9%; Ave = 3%).

1 Some children also report talking to another adult
they trust, although in most countries only 10%
or fewer children report this (between 1% and
32%; Ave = 9%). However, in Spain and Poland,
more than 25% children talk about their
experience with a trusted adult.

9 Finally, in almost all of the countries there are
children who do not talk to anyone, their number
ranging between 4% (France) and 30% (Eston ia)
(Ave = 19%).

In the majority of the

countries, the most frequent

people children talk to are

parents or friends.

Coping with negative experiences:
how children react

Besides talking about negative online experiences
with someone, children may also react in other ways.

We asked children who report they had been
bothered or upset by something online the following

question:

The last time you had problems with something or
someone online that bothered or upset you in some
way, did you do any of these thin gs afterwards?

As Table 6 shows, children were asked about
different kinds of reactions, from active behaviour
(e.g., reporting the problem) to passive behaviour
(e.g., ignoring the problem).

1 Between 4% (France) and 56% (Poland) of
children report that they ignored the problem
when it occurred. In all of the countries (except
for France), more than a fifth of the children said
they ignore the problem. In Poland and Spain,
more than half of the children reacted in this way.
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1 Often-used strategies were closing the window or
app (between 20% in France and 60% in Poland)
and blocking the person (between 18% in Italy
and Romania and 58% in Poland).

1 Between 4% (Italy) and 33% (Poland) of children
felt a bit guilty about what went wrong.

9 After such a negative experience, some children
also stopped using the internet for a while. This
reaction was reported by 9% (Italy) to 26%
(Switzerland) children.

1 Between 3% (Italy) and 35% (Poland) of children
reported the problem online.

Points to consider

1 Quite a high percentage of children report that
they had been bothered or upset by something
online (7% to 45% overall). In most of the
countries this percentage increased from the EU
Kids Online survey in 2010. However, the
interpretation of these high per centages and the
substantial increase from 2010 is quite complex.
As noted in the beginning of this section, reported
experiences comprise serious ones (e.g., bullying
and harmful content) as well as those without a
larger negative impact (e.g., technical problems).

1 The online environment has dramatically changed
in recent years, with children more often using
mobile phones to access the internet (see
60Accessd). This might
structure of the problems that upset children. For
example, children may experience more adverts
on their mobile phones or more technical
problems with a missing or slow internet
connection.

1 Thus, in this section we show that children in
most of the countries experience more problems
online currently than in 201 0, but we do not know
what kind of problems they are experiencing
more of. The following sections of this report will
help us to better understand which problems
children experience these days, and what might
have made them upset online.

9 Future research should also investigate in more
depth what kind of problems make children upset
online when they use different devices to access
the internet. Did the new problems arise with the
use of mobile phones to access the internet or
with smart toys? Further qualitative investigation
could answer such questions.

I The various online experiences might have a
different impact on the children, not only in terms
of the amount of impact (how much the children
are upset), but also in terms of time (how long
children are upset). Future research could reveal
the short- and long-term impacts of different
online experi encebsingon
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Table 6: How children react after having negative online experiences, by country
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CH 46 36 22 28 16 26 24 19 44 25
Cz 44 36 17 18 7 11 21 13 35 12
DE 25 30 16 25 5 4 28 13 30
EE 36 41 6 12 4 9 12 5 19
ES 54 52 28 56 19 22 35 26 54 16
- : : : : ; ; ; ; ; ;
FR 4 20 11 22 7 8 18 12 33 21
HR 24 56 8 14 12 5 14 19 34 10
IT 28 37 4 14 6 9 15 9 18 3
LT 24 42 10 13 4 21 22 9 35
MT 33 30 16 11 8 7 17 14 30 11
NO 28 25 10 16 5 6 10 4 20 16
PL 56 60 33 55 23 20 28 31 58 35
PT 43 29 13 20 10 10 14 11 35
RO 45 29 13 16 6 6 13 8 18
RS 24 23 7 11 6 7 15 7 31 10
RU* i . . . i i . | | i
SK 23 30 13 11 5 12 25 20 46 7
VLt i . . . i i . ; ; i
Ave 34 36 14 21 9 11 19 14 34 12

*FI/RU/VL: Full age range not available.

QFO05: The last time you had problems with something or someone online that bothered or upset you in some way, did you do
any of these things afterwards? Percentage of children who answered yes

Base: Children aged 9 16 who use the internet and reported that something happened online that bothered or upset them .
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Online aggression
and cyberbullying

Cyberbullying, as well as bullying experienced offline,
is one of the often discussed topics related to
childrends devel opment .
i.e., aggressive acts aimed at an individual or group,
has negative physical, psychological and academic
effects®, it is important to know how many children
experience victimisation and how many have been
involved as aggressors themselves.

Prior evidence has shown that online and offline
bullying among young people is often interconnected
i those who are involved in online forms of bullying
are often involved in offline forms of bullying as
well.35 Thus, to contextualise the findings, we will
present the results relating to both online and offline
aggression and bullying. Nevertheless, it should be
noted that cyberbullying has several specific features
that differentiate it from offline aggression. The
attacks can come from any place at any time and the
victim can be reached even in the relative safety of
their own homes.%¢ Public attacks can have a
substantially wider audience than offline ones.3 All
actors, including perpetrator(s), the victim(s) and
other witnesses, can be mutually distant and
invisible, even anonymous. As a result, they lack
immediate and direct feedback about the impact on
the victim, and may feel more disinhibited in their
responses® And the hurtful and harmful material
published online can be easily copied, stored and
shared through many channels (such as a social
networking site), opening up the possibility for
further harm due to repeated exposure of the
material.3°

It should also be stressed that not all acts of
aggression should be labelled as bullying. In line with
prior research, cyberbullying is dominantly defined by
criteria that have been established for bullying

34 Kowalski, R.M. & Limber, S.P. (2013). Psychological,
physical, and academic correlates of cyberbullying and

traditional bullying.Journal of Adolescent Health, (&3,
S13S20.
https://doi.org/10.1016/j.jadohealth.2012.09.018
35Waasdorp, T.E. & BradshawPC(2015). The overlap
between cyberbullying and traditional bullyingpurnal
of Adolescent Health, §56), 4838.
https://doi.org/10.1016/j.jadohealth.2014.12.002

36 Tokunaga, R.S. (2010). Following you home from
school: A critical review and synthesigedearch on
cyberbullying victimizationComputers in Human
Behavior, 263), 27%87.
https://doi.org/10.1016/j.chb.2009.11.014

37 pfetsch, J. (2016). Who is who in cyberbullying?

behaviour. These are: the victimisation is repeated
and happens over time; the harm is conducted
intentionally; and there is an asymmetric power
relationship  between the aggressor(s) and
victim(s).40 41

Acknowledging this, the following definition of
bullying was offered to the children who were asked

C o nifdheyghad hpdne)éoeri@nﬁeé(v'tth sigilan b@hgvﬂow.g ,
Sometimes children or teenagers say or do hurtful or
nasty things to someone and this can often be quite

a few times on different days over a period of time,
for example. This can include:

1 teasing someone in a way this person does not
like

9 hitting, kicking or pushing someone around
1 leaving someone out of things.

When people are huriful or nasty to someone in this
way, it can happen.

1 face-to-face (in person)
1 by mobile phone (texts, calls, video clips)

9 on the internet (email, instant mess aging, social
networking, chatrooms).

Note that this definition does not differentiate

between occasional acts of aggression and more
permanent and harmful cyberbullying. Thus, when
we present the answers to this question, we label it
6online a gg mreserg ithe nfiddings of
cyberbullying and offline bullying, we further focus

on the reported frequency of the aggression and the
resulting harm.

38 Kowalski, R.M., Giumetti, G.W., Schroeder, A.N., &
Lattanner, M.R. (2014). Bullying in the digital age: A
critical review and metanalysis of cyberbullygn
research among youttRsychological Bulletin, 144,
107337. https://doi.org/10.1037/a0035618

39 Kowalski, R.M., Giumetti, G.W., Schroeder, A.N., &
Lattanner, M.R. (2014). Bullying in the digital age: A
critical review and metanalysis of cyberbullying
research among youtlPsychological Bulletin, 1¢4),
107337. https://doi.org/10.1037/a0035618

40 |bid.

410lweus, D. (1994). Bullying at school: Basic facts and

effects of a school based intervention prograiournal
of Child Psychology and Psychiatry735117%90.
https://doi.org/10.1111/j.14697610.1994.tb01229.x

Conceptual and empirical perspectives on bystanders in

cyberbullying. In M.RNright (ed.) A socialecological
approach to cyberbullyinfpp. 12X49). Nova Science
Publishers.
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